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1

Introduction

1.1 Introduction to the LAN Bridge 150 Urit

The LAN Bridge 150 hardware unit, also referred te as the bridge, is a special-
ized local area network (LAN) station that connects multiple Ethernet networks
to form a single extended local area retwork. You can use the bridge with base-
band networks, broadband networks, or a combination of both. The stations con-
nected within the extended LAN communicate with one another as if they were
all un the same LAN. The connected LANs can be either Ethernet or IEEE 802.3
specification LANs or a combination of both.

1.1.1 Product Versions and Designations

There are two versions of the LAN Bridge 150 unit: the local bridge and the re-
mote bridge. Table 1-1 describes the two versions. Both versions are shown in
Figure 1-1.
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Figure 1-1: Local and Remote LAN Bridge 159 Units
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Table 1-1: Versions of the LAN Bridge 150

Version

Description

Local Bridge

Remote Bridge

Connects LANs separated by 100 m (328 ft) or less. The distance
from the bridge to either LAN cannot exceed the maximum allowable

transceiver cable length of 50 m (164 f).

Connects LANg separated by more than 100 m (328 ft) or where fiber-
optic cable capabilities are needed.

A fiber-optic cable is used to connect two remote bridges or to connect

a remote bridge and a remote repeater.

A fiber-optic cable can be up to 3000 m (9842 ft) in ler:gth when con-
necting two remote bridges or up to 1600 m (4921 ft) when connecting

a remote bridge and a remote repeater.

There are four model designations of the LAN .*+i-ize 150 unit, as shown in
Table 1-2. Note that the only difference between U.S. and European versiors
is the product labeling and the voltage selection switch ~etting.

Teble 1-2: LAN Bridge 150 Product Designations

Wode! Version Power Requirements Product Labeling
DEBET-AC Local, AUl to 120 Vac Nominal USs.
AUl
DEBET-AD Local. AU to 240 Vac Nominal Non-US.
AUl
DEBET-RP Remote, AUI 120 Vac Nominal UsS.
to 3 km fiber
DEBET-RQ Remote, AUl 240 Vac Nomingal Non-US.
to 3 km fiber

The introduction of Ethernet and IEEE 802.3 LANs has reduced the cost and
increased the capability of networking. This improvement has resulted in an in-
creased demaxd for networking. To accommodate the increased demand, larger
and denser networks are being created. However, as networks approach the de-
sign limitations of single-LAN technology, their performance may be degraded by

the limitations.

The LAN Bridge 150 unit minimizes many single-LAN limitations by creating a
high-speed, logical link between two LANs. Networks that are joined by bridges
are called extended LANs. Note that each individual LAN can be of mazimal
configuration in terms of length, number of stations, and other specifications.



The LANs that make up this extended netwozk can be either IEEE 802.3 or
Ethernet baseband or broadband. The LAN Bridge 150 unit provides this logical
extension without creating a bottleneck in the network.

The LAN Bridge 150 unit dynemically learns the locations and station addresses
of nodes for each of the networks that are connected to the bridge. This learning
capability enables the LAN Bridge 160 unit to forward packets selectively, based
on their destination addresses. In this way, the bridge can create an extended
LAN that has the following advantages:

s More stations—Each LAN can still support its maximum number of stations
including the bridge. However, the bridge is transparent to the stations; so
the two LANs appear as one larger, extended LAN to all users.

e Larger network—Each LAN can .. ill support the maximum length for a
LAN, but the extended LAN can be much longer.

e Reduced traffic—The bridge forwards only nonlocal traffic. Thus, if a large
LAN is broken into several smaller LANs, the traffic on any one of these
smaller LANs may be greatly reduced.

1.1.2 Extended Networks

Figure 1-2 shows an example of an extended network that uses 2 LAN Bridge
150 unit. If these two networks were joined with a repeater insts ad of a bridge,
all packets that originate on one of the networks would also appear on the other
network. The LAN Bridge 150 unit filters packets so that only those packets
destined for a station on the opposite network are forwarded. Packets destined
for stations on the same network are filtered. This does not mean that all re-
peaters should or can be replaced by bridges. The two devices are functionally
different, anc a careful evaluation of the network requirements is needed to de-
termine which device is more appropriate in a given situation.

e EaoataaeiecaziaaBed
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Figure 1-2: LAN Extended by Means of a LAN Bridge 150 Unit

Ethemet Or 802.3 LAN
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The Ethernet-type and/or IEEE 802.3-type networks that a bridge can connect
can be two maximum-length broadband, two baseband (each with the maximum
number of statiors), or one of each. The LAN Bridge 150 unit can connect the
two Ethernet-type LANs so that they appear as a single extended LAN. This al-
lows a logical extension of an Ethernet LAN beyond the normal limitations of
2800 meters (9184 feet) for baseband or 3800 meters (12,464 feet) for broadband
Ethernet (see Figure 1-3). Broadband and baseband Ethernet networks are
each limited to 1024 stations; however, LAN Bridge 150 units can overcome this
limitation by joining two or more LANs together, thereby creating an extended
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Figure 1-3: Several LANs Connected With LAN Bridge 150 Units
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to repeaters, and 1000 maters (3280-foot) ot point-10-poim kr -
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1.1.3 Transparent Operation

Bridge operation is traneparent to other stations on the LAN, and no special
software is required on any station uniess the LAN Bridge 150 unit is config-
ured to operate as a LAN Traffic Monitor (more information on the LTM fea-
ture is provided in the following sections). Remote Bridge Management Software
(RBMS) version 2.0 is available for VMS hosts. RBMS allows you to observe and
control any LAN Bridge 150 unit ia the network.
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1.1.4 LAN Bridge 150 to Network Connections

The LAN Bridge 150 unit connects to the network through a transceiver cable
and one of the following devices:

H4000 Ethernet transceiver (baseband)
H4005 Ethernet transceiver (baseband)
DELNI local network interconnect
DECOM broadband modem

DESTA Ethernet/IEEE 802.3 transceiver

The LAN Bridge 150 unit can be either a local bridge or a remote bridge. The
local bridge is connected to two LANs through transceiver cables. The remote
bridge is connected to one LAN through a transceiver cable and to either another
remote bridge or a remote repeater over a fiber-optic link. Remote bridges can
be used when the distance between LANs is more than 100 meters (328 feet) or
where adverse environmental conditions exist.

The LAN Bridge 150 unit operates at the Data Link layer of the luternational

Standards Organization (ISO) model and, therefore, is transparent to protocols
above this layer. There are no jumper or switch settings required to make the

bridge compatible with either 802.3-type or Ethernet-type LANs.

1.2 LAN Bridge 150 Functional Description

The LAN Bridge 150 unit provides a logical link between two LANs and extends
the range of the LAN. The LAN Bridge 150 unit actually minimizes many of the
limiteticns of conventional LAN systems and provides the following edvantages:

e The LAN Bridge 150 unit selectively forwards or filters (disregards) packets

Introduction

based on the destination address contained in each packet.

A dynamic address-learning capability enables the LAN Bridge 150 unit
to acquire a working knowledge of the nctwork configuration. By etoring
source addresses from received packets, the bridge learns which port (A or
B of the bridge) is associated with each active station on the extended net-
work.

Once the LAN Bridge 150 unit has built a database of station locations, the
bridge selectively forwards packets based on the destination address. This
minimizes network congestion by keeping local traffic local and allows liter-
ally thousands of stations to be connected to the extended network.




The LAN Bridge 150 unit functions at the Data Link layer and is protocol
independent. This allows non-Digital Ethernet LANs to be included in the
extended LANs. Typical protocols include DECnet, Xerox Network System
(XNS), Transmission Control Protocol Internet Protocol (TCP/IP), Local Area

Transport (LAT), or any protocols based on Ethernet or on IEEE 802.3 stan-
dards.

The LAN Bridge 150 unit has an automatic backup feature that is based on
its ability to learn the locations of other bridges in the extended netv/ork.
When bridges are configured in a loop, one of the bridges automatically en-
ters a BACKUP state. Thus the data link loop is broken and the BACKUP

LAN Bridge 150 unit serves as a warm standby. This enhances network
availability.

The LAN Bridge 150 is IEEE 802.1 compliant and LAN Bridge 100 com-
patible (works with all previous Digital bridge products). A software switch
allows you to select (lock in) 802.1 compatibility mode or select an auto-
configure compatibility mode (automatic mode) between 802.1 and LAN
Bridge 100. The automatic mode allows bridges with either LAN Bridge 100

spanning tree or IEEE 802.1 spanning tree modes to work together in one
configuration.

The LAN Traffic Monitor (LTM) function is optional software available

for use with LAN Bridge 150 units. This optional feature allows the LAN
Bridge 150 unit to be used as a base from which to gather traffic data in the
form of counters, and periodically forward them to a VMS operating system

for compilation and analysis. More information on this optional feature is
provided in Section 1.3.1.

Optional Remote Bridge Management Software (RBMS) allows network
operators to monitor and control individual bridges in the extended net-
work. By using RBMS to change bridge parameters or to load a forward-

ing database over the network, operators can control the extended network
better.

Supports 802.2 test and exchange identification (XID) functions

1.3 LAN Bridge 150 General Description

1-8

All the comtrols, status LEDs, and connectors are located on the I/O panel of the
LAN Bridge 150 unit. The I/O panel! of a local bridge is shown in Figure 14,
and the IO panel of a remote bridge is shown in Figure 1-5. Table 1-3 through

Table 1-6 describe the controls, status LEDs, and conneciors available on local
and remote bridges.
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Figure 1-4: Loce! LAN Bridge 150 Controls, Status LEDs, and Connectors
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Figure 1-5: Remote LAN Bridge 150 Controls, Status LEDs, and Connectors
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Table 1-3: LAN Bridge 150 Controls

Control

Desgcription

Voltage Select
Switch

Circuit
Breaker

Bridge Switches

Used to set the bridge input voltage to the range required for opera-
tion in your country. This switch was factory set for the correct power
source for your country. Do not change this switch setting unless you
are sure that it is incorrect (see your electrician if you are not sure).

Provides overcurrent protection for the bridge. If an overcurrent condi-
tion causes the circuit breaker to trip, the white center portion of the
circuit breaker pops out as a visual indication, and the ac power is cut
off from the bridge. The circuit breaker can be reset by pressing in the
white center portion.

These six switches control the LAN Bridge 150 functions. Each switch
is described in Table 1-4.

Table 1-4: LAN Bridge 150 Switch Functions

Switch

Number Name ON (Down) OFF (Up)

1 Loop Self-Test!  The bridge loops Bridge runs self-test once powered
self-test continu- up or reset.

ously after power up.
Loopback terminators
must be instalied.
This switch position
is for manufacturing
and field service use
only.

2 NVRAM Reset! NVRAM reseta to fac- Prevents NVRAM from resetting

tory default settings to factory default settings when
when the bridge is the bridge is powered up. This
powered up. NVRAM  setting should be used to prevent

Reset remaves all the loss of pzrameters stored by
bridge management RBMS during a power failure.
configuration changes.

ISwitch settings can be changed for port access while the bridge is operating. However,
the switch settings for Loop Self-Test, NVRAM Reset, and Down-Line Load Enable are
read-only during power up. Changing these switches while the bridge ia operating has
no effect on bridge operation. To change these switches, unplug the anit, change the
setting, then plug the unit back in.

Introduction
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Table 1-4 (Cont.): LAN Bridge 150 Switch Functions

Switch

Numbcr Name ON (Down) OFF (Up)

3 Port A Access?  Stations on the LAN  Stations on the LAN connected
connected to Port to Port A that have bridge man-
A that have bridge agement capabilities can read but
managemernt capabil- cannot write bridge management
ities zre aliowed to paremeters.
read and write (mod-
ify) bridge manage-
ment parameters.

4 Port B Access?  Stations on the LAN  Stations on the LAN connected
connected to Port to Port B that have bridge man-
B that have bridge agement capabilities are allowed
management capabil-  to read but cannot write bridge
ities are allowed to management parameters.
read and write (mod-
ify) bridge manage-
ment parameters.

b Down-Line Configures unit to Configures unit to operate as a

Load Enable! operate as a LAN bridge.

Traffic Monitor.
Enables unit to down-
line load the LTM
Listener software
image from load host.

6 Not Used - -

ISwitch settings can be changed for port access while the bridge is operating. However,
the switch settings for Loop Self-Test. NVRAM Reset, and Down-Line Load Enable are
read-only during power up. Changing these switches while the bridge is operating has
no effect on bridge operation. To change these switches, unplug the unit, change the
setting, then plug the unit back in.

2Port A and Port B access switches can prevent bridge management software from
changing any of the bridge's internal parameters. If security is a concern at the site,
set the bridge’s parameters with RBMS and then disable one or both ports by putting
one or both switches in the up position. Bridge management software can still read the
bridge's counters and other parameters. Placing either switch in the down position en-
ables bridge management software write-access from stations on the LAN connected

to that port of the bridge. Normally, both switches are placed in the down position to
enable bridge management software write-access from stations on either LAN.
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Table 1-5: LAN Bridge 150 Status LEDs

Neme ON Steedy OFF Blinking

Port A A message is No message traffic on Short messages are being re-

Activity being received Port A. ceived or tranemitted on Port
or traismitted A or the bridge is chcching for
on Port A. loops (sending Hello messages)

about once 2 sacond.

On-Line Unit is con- When configurcd as The load host successfully
figured as & a bridge. the unit is down-line loaded the LTM
bridge, is fully  in the INITIALIZE, Listener software image.
operstional, and PREFORWARDING.
ie forwarding BACKUP, or BROKEN
messages. state.

When configured as
an LTM Listener,

the request for down-
line load of the LTM
Listener goftware im-
age from a load host
has failed.

DC OK Internal power  Internal power sup- N/A
supply is func- ply is not functioning
tioning properly. properly.

Self-Test Passed celf-test. Running self-test. NVRAM failed and requires

OK replacement. This failure does

not affect normal operation. °

Port B A message is No message traffic on Short messages are being re-

Activity being received Port B. ceived or transmitted on Port

or transmitted

on Port B.

B or the bridge is checking for
loops (sending Hello messages)
about once a second.

"NVRAM stores network pointers, parameters, and addrez3es set by RBMS 5o that they
are not lost in the event of a power failure. If the Self-Test OK LED is blinking, you
can bypass the fault by setting the NVRAM Reset switch (switch 2 on the VO panel) to
the down (on) position, and then turning the bridge power off and on. (See Chapter 4
for more information on troubleshooting.) Note that NVRAM reset causes the bridge to

use default parameters.
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Yable 1-5: LAN Bridge 150 Connectors

Connector

Description

sc Input

Port A

Port B

This connector accepts ac input voltages of 120 or 240 Vac, depending
on the setting of the voltage selection switch (refer to Table 1-3).

For local bridges, this 15-pin, female, D-type connector accepts a
transceiver cable. A slide latch is provided for locking the transceiver
cable in place. The pins have the following definitions:

Chassis ground
Collision presence +
Transmit +

Ground

Receive +

+12 volt return

No connection

Ground

© © =2 ;e ov ok W N

Collision presence -
10 Transmit ~

11. Ground

12. Receive —

13. +12 volts

14. Ground

15. Ground

Fo~ remote bridges, Port A has two fiber-optic connectors. The left-
hand connector (marked -© ) is for receiving optical data. The right-
hand connector (marked O- ) is for transmitting optical data

For local and remote bridges. this 15-pin, female. D-type connector
accepts a transceiver cable. A slide latch is provided for locking the
transceiver cable in place. The pins have the same definitions as for
Port A.
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1.3.1 LAN Traffic Monitor (LTM) Option

The LTM is an Ethernet/IEEE 802.3 LAN monitor that uses the LAN Bridge 150
unit as @ hardware base. Both versions of «ae LAN Bridge 150 unit (local or re-
mote) support the LTM option. When the LAN Bridge 150 unit is configured to
operate as a LAN Traffic Monitor, bridge operations are suspended until the unit
is reconfigured for bridge operation. The LAN Bridge 150 hardware unit pro-
cesses 48-bit Ethernet addresses, and the LTM software caiculates the statistics.
The statistics are periodically reported to & host system that performs additional
data reduction, such as averaging and peak traffic analysis. LTM has two com-
ponents:

e The LTM Listener—a LAN Bridge 150 hardware unit that is down-line
loaded with LTM monitoring software.

e The LTM User Interface (Ul)—remote application software that is installed

on any DECnet VMS operating system with an Ethernet controller and as-
sociated driver.

For more information about the LTM, refer to the LAN 7Yraffic Monitor User’s
Guide.

1.3.2 LAN Traffic Monitor Software

The basic software required for installing and operating the LTM follows:

@ LAN Traffic Monitor distribution sotware—installed on each LTM load
host.

e DECnet Phase IV software, running on VMS Version 4.4— installed on each
LTM load host.

The distribution software must be installed on a load host that runs DECret
Phase IV software and that is connected to the same extended LAN as the LTM
Listener. Digital recommends installing the LTM Listener software on a ioad
host that is on the same LAN as the LTM Listener. Doing so avoide the possi-
bility of segmenting the load host from the LTM Listener due to a bridge failure.
The distribution software includes an LTM Listener software image file that is
down-line loaded to the LTM Listener. All software must be installed and veri-
fied before operating the LIM.
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1.3.3 Remote Bridge Management Software (RBMS)

RBMS is an optional product available for VMS hosts. RBMS significantly en-

hances the network’s operation by allowing you to observe and control bridges in
the network. RBMS allows you to:

o Understand and modify your network topology by displeying and medifying
the bridge forwarding database.

o Eveluate neiwork performance by displaying bridge counters, status, and

#» Troubleshoot network problems by understanding your network topology,
disabling selected bridges to segment your network, and signaling selected
bridges to run their built-in self-test diagnostics.

s Save your configuration data in the bridge’s nonvolatile RAM (NVRAM) eo
that it is not lost during a power failure. Changes are saved by bridge hard-
ware.

NOTE

Refore beginning problem solving, show and record
bridge parameters. This will help recover eny spe-
cific parameters lost during problem solving (an
NVRAM reset will discard all parameters). To do
this, type the following commands at the RBMS
prompt:

RBMS> USE LAN BRIDGE X
(X = enter bridge name or bridge hardware address)

REMS> SHOW SPANNING CHARACTERISTICS TO X.Span
(X = bridge name or address)

RBMS> SHOW MANAGEMENT ADDRESSES TC X.Address

(X = bridge_neme or address)

o Remotely switch the LAN Bridge 150 unit between automatic mode and
IEEE 802.1 mode.

e Password protection.

o Remotely determine whether the LAN Bridge 150 unit is operating as an
LTM Lietener or a bridge.

For more information on RBMS, refer to the Remote Bridge Management
Software Use.
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1.4 Configuration Considerations

This section describes some configuration considerations that apoly to
implementing extended LANs with LAN Bridge .50 units. Refer to the
DECconnect System Planning and Configuration Guide for additional
information on LAN coafiguration.

LANe connected by bridges appear as one extended LAN as far as data traffic is
concerned.

Individual LANs that are connected by bridges can each be configured for up to
the normal maximum for lengih, number of stations, and other specifications.
For example, each Ethernet baseband LAN can be up to 2800 meters (9186 feet)
and have 1024 stations.

Extended LANs may consgist of combinations of any of the following LANs joined
by bridges:

o Ethernet baseband

e Ethernet broedband

e IEEE 802.3 bascoband (10base5)
e ThinWire Ethernet (10base2)

Within these co ations, bridges can be connected to the network through
transceivers. Alternatively, remote bridges may be connected directly to other
remote bridges or remote repeaters. Also, a bridge may be connected tc a DELNI
interconnect that may or mey not be connected to a remote network. Figure 1-6
ehows some of the possible configurations involving bridges.
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Figure 1-6: LAN Bridge 150 Configurations
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1.4.1 Performance Considerations

A packet may have to travel through a number of bridges before reaching its
destination. Note that increasing the number of bridges in the data path causes
corresponding increases in the data path delay. This delay could have a negative
impact on network performance, especiglly with time-critical protocols or witk
interactive tasks such as character echoing for users on terminsl servers. A
general rule for networks with typical traffic loading is that performance mey

start to degrade if a packet must travel through more than seven bridges to get
from its source station to its destination station.
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1.4.2 Loop Considerations

When the LAN Bridge 150 unit is turned on, it executes an internal self-test.
This test takes about 15 seconds. The bridge then spends about 30 seconds
learning station addresses and communicating with other bridges in the network
to determine whether there are any loope (multiple paths between two or more
LANGs).

When bridges in at extended LAN form a loop, a loop detection process
(described in Chapter 2) determines that one or more of the looped bridges
enters the BACKUP state, so that only one path exists between any two LANs.

If an on-line bridge fails, 2 backup bridge takes over and begins forwarding
peckete With RBMS software, bridges can be selectively placed in the BACKUP
state. In this way the most direct path with the fewest number of bridges can be
provided for the heaviest network traffic.

If the bridge is in a ioop with a repeater, the bridge enters the BACKUP state.
The bridge continues to check the loop through the repeater about once a second.
If the repeater fails, the bridge automatically takes over and begins forwarding
packets.

1.4.3 Local LAN Bridge 150 Considerations

The local LAN Bridge 150 unit (DEBET-AC or DEBET-AD) connects two LANs
that are separated by less than 150 meters (492 feet). This distance is made
up of the combined length of two transceiver cables, each 50 meters (164 feet).
Figure 1-7 shows a typical extended LAN configuration using a local LAN
Bridge 150 unit.
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Figure 1-7: Typical Extended LAN with & Local LAN Bridge 150 Unit
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1.4.4 Remote LAN Bridge 150 Considerations

1-20

Two remote LAN Bridge 150 units (DEBET-RP/-RQ) connect two LANs that are
separated by up to 3000 meters (9840 feet). The length of the fiber-optic link
joining the two remote bridges can be up to 3000 meters (9840 feet).

The fiber-optic link has all of the characteristics of a LAN except that it has
no stations and its length cannot exceed 3000 meters (9840 feet). As such, the
fiber-optic link must be included in the path cost of the extended LAN (more
information on path cost computation is provided in Chapter 2). The extended
LAN example shown in Figure 1-8 is drawn to show that the fiber-optic link
between the remote bridges is equivalent to a LAN.
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Figure 1-8: Example Showing a Fiber-Optic Link as a LAN
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Figure 1-9 shows some of the possible extended LAN configurations using
remote bridges.
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Figure 1-9: Extended LANg Using Remote Bridges
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1.4.4.1 Fiber-Optic Cable Between LAN Bridge 150 Units

In a bridge-to-bridge configuration, the dual-cable fiber-optic link that connects
the bridges does not affect the cable configuration guidelines of either of the
LANSs connected to the bridges. The end-to-end light loss of the cable must not
exceed 12 dB for the 62.5/125 cable (For the 50/125 cable, you must factor in a 4
dB launch loss that permits the 8 dB ioss). The type of optical fiber used affects
the length of the cable. An initial 12 dB loss budget is based on using 62.5/125
optical fiber with a bandwidth of 160 MHz x km measured at 850 nm.

NOTE

When you have a fiber-optic cable link, a failure cannot
be detected in the cable (link broken), and a bridge pair
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backing up the fiber-optic link will not take over since it
| does not detect the failure. Failure will be detected only
by loss of connectivity.

CAUTION

Exceeding the loss limit may cause the bridge
configuration to fail.

To achieve long distances, particularly those more than 1000 meters (3280 feet),
installation of the fiber-optic cable must be carefully planned. The type and
quality of the cable’s optical fiber, the cable repair strategy, and the cable’s total
end-to-end light loss are of great importance to successful bridge installation.

The end-to-end cable light loss depends on the quality of the fiber, the number
and quality of splices required for installation, and the number and quality of
the connectors used.

The cable repair strategy affects the budget in that cable repair typically
consists of replacing a section of cable. This requires two splices. The
repaired link must remain under the end-to-end light loss budget. If the
initial installation uses the entire loss budget, a repair would not be possible.
Therefore, plan for a minimum of two splices (about 0.5 dB for each splice).

For longer cable runs or for installations requiring more splices, request a
lower-loss fiber-optic cable from your cable vendor.

1.4.4.2 LAN Bridge 150 to Repeater Considerations

When a remote bridge is connected to a remote repeater, the fiber-optic cable can
be up to 1500 meters (4921 feet). When a remote bridge is connected to a remote
repeater, the length of the fiber-optic cable is considered part of the length of
that LAN (see Figure 1-10). Therefore, the distance between the bridge and the
farthest end station on the LAN cannot exceed 2800 meters (9184 feet).

The 2800-meter (9184-foot) distance between any two stations on a typical
Ethernet LAN is made up of the following:

a Two 50-meter (164-foot) transceiver cables (connecting the farthest end
stations)

s Three 500-meter (1640 foot) coaxial cable segments

n Four 50-meter (164 foot) transceiver cables (connected to repeaters)
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s 1000 meters (3280 feet) of point-to-point fiber-optic link

Figure 1-10: Remote Bridge to Repeater Configuration
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1.5 LAN Traffic Monitor Configurations

The following sections describe several ways for configuring the LAN Bridge 150
ha dware unit as an LTM Listener unit. For more information about the LTM,
refer to the LAN Traffic Monitor User’s Guide.
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1.5.1 Single Port Configuration with Loopback Connector instalied

As shown in Figure 1-11, the LTM Listener always monitors Ethernet 2 and
sends statistics to the user interface on Ethernet 2. The LTM Listener can send
statistics to & user interface on Ethernet 1 also, as long as the LAN Bridge 150
unit connects the two Ethernets. Note that Port B has a loopback connector
ingtalled and is not in operation.

CAUTION

The LAN Bridge 150 unit fails self-test if an unused
port is left disconnected unless the unused port is

the fiber-optic port used with the remote version
(DEBET-RP/RQ). An Ethernet loopback connector
(shipped with the unit) must be connected to the unused
transceiver port. Do NOT install a fiber-optic loopback
connector to an unused fiber-optic port. A fiber-optic
loopback causes the bridge to fail the power-up self-test.



Figure 1-11: LTM Single Port Configuration
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1.5.2 Dusl Fort Connecticns Between Two Ethernets

As shown in Figure 1~12, the LTM Listener is connected to two completely
separate Kthernets. In tnis case, ine LAN Trafhc Moaitor can moniter sither
Ethernet 1 or 2 but must report to the LTM user interface on Ethernet 1.
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Figure 1-12: LTM Connected to Two Seperate Ethernets
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1.5.3 Duel Port Connections With Bridged Ethernets

The configuration shown in Figure 1-13 describes two Ethernet LANs bridged
together, forming a single extended LAN. The LTM Listener can monitor either
Ethernet 1 or 2 and can report to either port.
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Figure 1-13: LTM on Two Connected Ethernete
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NOTE

Digital recommends that you configure the LTM Listener
to report on the port that has the least number of
intervening bridges between it and the LTM user
interface host(s). Doing so minimizes the impact of a
possible bridge failure.
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1.5 Eridge/Souier Considerations

This section discusses some considerations for condguring extended LANs that
include LAN Bridge 150 units and routers.

NOVE

The information in this section applies epecifically

to equipment manufectured by Digital Eguipment
Corporation. However, all routers and bridges designed
for layered architecture networks adhere to similar
operating principles and may have similar parameters
that should be considered when implementing networks
with bridges snd reuters.

The configuration shown in Figure 1-14 involves a LAN Bridge 150 unit that is
installed in parallel with a router. This configuration creates many problems and
therefore is not recommended (see Section 1.6.1). The configuration shown in
Figure 1-15 is a general case in which two local area networks are connected by
a LAN Bridge 150 unit. This configuration does not have associated problems,
provided that routing parameters are set properly in all routers.

The information contained in this section assumes that you ere familiar with the
concept of routing and how routers operate on LANs. For more information on
the subject of routing, refer to the following documents:

e DECnet Digital Network Architecture Phase IV: Routing Layer Functional
Specification (Order No. AA-X435A-TK)

@ Guide to Networking on VAX/VMS (Order No. AA-Y512A-TE)

e Ethernet Communications Server DECnet Router Software Installation
Guide (Order No. AA-X019B-TK)

The LAN Bridge 150 unit operates at the Data Link layer and is transparent to
higher protocol layers in the Digital Network Architecture (DNA) model (such as
Routing, End Communication, Session, and so on).

Since the LAN Bridge 150 unit connects two local area networks to form an
extended LAN, higher protocol layers effectively see a single LAN. For the
Routing layer, the creation of an extended LAN means either the addition of
nodes (stations) and/or routers to the existing network or the actual merging of
two distinct networks.
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NOTE

An Ethernet repeater and LAN Bridge 150 unit are
similar gince both devices provide a channel through
which dats can pass (a repeater connects segments
together to form a LAN, while a bridge connects LANs
together to form an extended LAN). In addition, both
devices are transparent to the higher protocol layers in
the DNA model. Thus both devices introduce aimilar
symptoms if implemented incorrectly.

1.6.1 LAN Bridge 150 Unit In Parallel With & Router

The configuration in which a LAN Bridge 150 unit is installed in parallel with a
router (see Figure 1-14) does not enhance network performance. Since the LAN
Bridge 150 unit can handle all of the traffic on both LANs, there is no need to
have a router in perallel with the bridge to "assist” it.

In fact, in this configuration, both router ports are connected to the same
extended LAN. This causes problems for the router since the router may receive
two copies of the packet. Consequently, if the router is a designated router, it
will hear its own Hello message on the other link. In response, the router defers
to the "echo” Hello message and ceases to be the designated router for the LAN.
This has a major impact on the network because end nodes on the LAN will not
be able to communicate with ..)>des that are not on the LAN.
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Figure 1-14: Bridge In Paralie! With 8 Router

There are additional problems associatcd with having routers receive multiple
copies of packets on a LAN. Adhering to the following guideline eliminates
potential problems:

e A router should never have two ports connected to the same LAN or
extended LAN. That is, a router should never be in parallel with a bridge
or a repeater.

For more information regarding routers and bridges, refer to the Bridge and
Extended LAN Reference manual.
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1.6.2 Modifying Router Perameters for Extended LANg

This section identifies router parameters that must be set to reflect the Extended
LAN. The parameters may need to be modified when two LANs are joined with a
LAN Bridge 150 unit (see Figure 1-15).

Each of the two LAMs shown in Figure 1-15 has many nodes, some of which
are broadcast routers (levels 1 and 2), while other nodes are broadcast
nonrouters (end nodes). (For 2 brief description of Level 1 and Level 2 routing,
see Section 1.6.3.) When the bridge is installed, the network grows larger.
Consequently, the following parameters may have to be modified in all routers
in the extended LAN:

s« MAXIMUM BROADCAST NONROUTERS
e MAXIMUM BROADCAST ROUTERS
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Figure 1-15: An Extended LAN With Routers
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The MAXIMUM BROADCAST NONROUTERS parameter specifies the
maximum number of Ethernet nonrouting nodes (end nodes) that the router
database can contain at any one time. This parameter can range from 0 to 1022
and has a typical default value of 64.

The MAXIMUM BRCADCAST NONROUTERS parameter must be greater than
or equal to the actual number of nonrouting nodes on the LAN. The larger this
number is, the greater the memory overhead for the router. However, if this
number is less than the number of active end nodes, some end nodes will be
unreachable because of limits on the size of the router’s database.
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NOTE

When nodes on a LAN are configured into multiple
DECnet aress, this parameter is set on & per-area basis.
For more information about areas, see Section 1.6.3. Also
refer to the Ethernet Communications Server DECnet
Router Software Installation Guide.

If the MAXIMUM BROADCAST NONROUTERS parameter is set too low, it
is difficult to diagnose on networks with many nodes (both routing nodes and
end nodes). One of the symptoms of this ps- ameter being set too low is partiai
partitioning of the network. Under this ¢.adition, some nodes may loge their

ability to initiate conversations with other nodes even though they are on the
same LAN.

Therefore, whenever network changes are made, the network manager should
take steps to verify (and, if necessary, modify) this parameter in all routers so
that it is either equal to or greater than the number of nonrouting nodes in the
extended LAN.

The MAXIMUM BROADCAST ROUTERS parameter specifies the mazximum
number of Ethernet routing nodes that the router database can contain at any
one time (this applies to routing nodes on the same Ethernet). Routing nodes
include Level 1 and Level 2 routers (see Section 1.6.3). In a multiple area
network, this parameter must include all the Level 1 routers in a particular ares
plus all the Level 2 routers ir: the entire network. This parameter can range
from O to 32 and has a typical default value of 10.

The larger the value for this parameter, the greater the memory overhead for
the router. Also, the more routers there are on the Ethernet, the greater is the
control traffic associated with the temporary looping property of the routing
algorithm.

If this parameter value is too small, some routers will be unreachable because

of limits on the size of the router’s database. That is, when the MAXIMUM
BROADCAST ROUTERS parameter is exceeded, routers with the lowest priority
are dropped from the router’s database.

Therefore, whenever network changes are made, the network manager should
take steps to verify (and, if necessary, modify) this parameter so that it is either
equal to or greater than the number of Level 1 routers in the DECnet area plus
the number of Level 2 routers in the extended LAN.
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1.6.3 Setting Up Muitiple Areas

When the total number of routers and/or nonrouters on the extended LAN
approach the maximum values, the network manager can set up multiple ureas
on the Ethernet.

In general, each area is a group of nodes. Nodes are grouped together in areas
for purposes of hierarchical routing. Hierarchical routing involves the addition
of a second level of routing to the net' rk. Routing within an area is referred
to as Level 1 routing; routing betwee. eas is celled Level 2 routing. When
creating multiple areas on the Ethernet, the number of routers and nonrouters
are considered separately for each area.

For more information on configuring multiple area LANs with routers, refer
to DECnet Digital Network Architecture Phase IV: Routing Layer Functional
Specification.

1.7 Specifications

Specifications for the LAN Bridge 150 are divided into the following categories:

s Physical dimensions
s Cable specifications
s Environmental specifications

s Electrical specifications

Table 1-7: Physical Dimensions

Dimension With Enclosure Without Enciosure”
Height 16.2 em (6.4 in) 133 em (5.3 in)
Width 494 cm (194in) 436 cm (172 in)
Depth 313 cm (123in) 298 cm (11.7in)
Weight 6.7 kg (15 1b) 45 kg (10 Ib)

*The plastic enclosure i8 easily removed, and brackets are provided to allow mounting
of the unit on a wall or in a cabinet. An optional kit (part number H039) is available
for mounting the bridge on a wall or partition without removing the plastic enclosure.
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Table 1-8: Cable Specifications

ftem Value

ac power cord length US. 183 m (6 )
Others 2.5 m (8.2 ft)

Transceiver cable length BNE4 12 m (39 ft) maximum, BNE3 50 m (164 ft)
maximum

Fiber-optic cable 62.5/125

Minimum bandwidth 160 MHz measured at a wavelength of 850 nm;
500 MHz at a wavelength of 1300 nm

Fiber-optic connectors Stainless steel, Amphenol type 806, SMA style, or
equivalent

Maximum attenuation Less than 1.5 dB

1.8 Operating Environment Specifications

The *.#N Bridge 150 is designed to operate in a nonair-conditioned environment
or in an exposed area of an industrial site. However, 50° C (122° F) is the
maximum ambient temperature that must not be exceeded at the air intake of
the bridge. This applies even when the LAN Bridge 150 is mounted in a cabinet.
The bridge is not intended to operate in an air plenum.

Table 1-9: Operating Environment Specifications

item Value

Temperature 5° C to 50° C (41° F to 122° F)

Maximum rate of change  20° C/hr (36° F/hr)

Relative humidity 10% to 95% (noncondensing)

Wet-bulb temperature 32° C (90° F) maximum

Dew point 2° C (36° ¥) minimum

Altitude Sea sevel to 2.4 km (8000 ft)

Air flow 37.5 CFM. Note that about 10 to 15 cm (4 to 6 in) of space
glol‘l:t be provided on both ends of the unit for adeguate air
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Tebie 1-10: Shipping Environment Specifications

ftem Valive

Temperature -40° C t0 66° C (40° F to 161° F)
Relative humidity 0% to 96% (noncondensing)
Altitude Sea level to 9.1 km (30,000 f&)

1.9 Power Specifications

The LAN Bridge 150 unit features a self-contained power supply, power cord
options for all major Digital markets, and adequate power to drive two external

transceivers.

Table 1-11: Power Specifications

Vaiue

Voltage (Domestic)
Voltage (International)
Current at 120 volte
Current at 240 volts
Freguency

Power Consumption
Heat Dissipation

88 Veac to 132 Vac (nominal 120 Vac)
176 Vac to 264 Vac (nominal 240 Vac)
1.1 amps

.7 amps

47 Hz to 63 Hz

168 watts

5674 BTU/hr
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1.10 Fiber Cable Budgets

The follcwing tables provide fiber cable loss budget information.
Table 1-'2: DEBET-RP/-RQ to DEBET-RP/-RQ (bridge-to-bridge) Fiber Links

Power Distance Minimum
i“loer Type  Wavelength Budget (dB) (km)" Attenuation (dB)
50/126 850 8 20 na
62.6/125 850 12 3o 1
85/125 8560 13 - 3
100/140 850 14 - 4

"Power budget. fiber quality, number of splices/connections, and installation quality are
factors used in determining achievable distances

Table 1~13: DEBET-RP/-RQ to DEREP-RP/-RQ (bridge-to-repeater) Fiber Links

Power Distence Minimum
Fiber Type Wavelength Budget (dB) (km)" Attenuation (dB)
50/125 850 8 156 n/a
62.6/126 850 12 1.5 1
85/125 850 13 15 3
100/140 850 14 15 4

“Power budget, fiber quality, humber of splices/connections, and installation quality are
factors used in determining achievable distances
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2

Operation

2.1 Introduction

This chapter describes the operational states and processes ccntrol operation of
the LAN Bridge 150 unit. This chapter also describes the initialization block and
descriptor ring data structures.

2.2 Operationegl States

The LAN Bridge 150 unit has six operational states that control its functions.
(An operating state transition diagram is shewn in Figure 2-1). The LAN

e SELF-TEST

¢ BROKEN

e INITIALIZATION

¢ PREFORWARDING
e FORWARDING

e BACKUP

-1
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Figure 2-1: Operating State Transition
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Figure 2-1 Cont'd on next page
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Figure 2-1(Cont.): Operating State Transition
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Figure 2-1 Cont'd on next page
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Figure 2-1(Cont.): Operating State Transition
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2.2.1 Selif-Test State
The SELF-TEST state is entered on power up, on a soft reset command received
from bridge management software or from the BROKEN state.

The SFLF-TEST state sets the LAN Bridge 150 unit to 2 known condition and
teste the hardware and firmware by performing read/write operations to various
hardware locations.

The SELF-TEST state loops (repeats) if the Loop Self Test switch (located on the
LAN Bridge 150 connector panel) is set to the on posi..on. A description of the
self-test procedure is provided in Section 2.9.

If the self-test fails (except for nonvslatile RAM [NVRAM] failures), the LAN
Bridge 150 unit enters the BROKEN state.

If NVRAM fails and the NVRAM Reset switch (located on the 1/0 papel) is
enabled, the LAN Bridge 150 unit enters the INITIALIZATION state using
default parameters. If NVRAM fails and the NVRAM Reset awitch is disabled,
the LAN Bridge 150 unit enters the BROKEN state.

If the self-test passes, the LAN Bridge 150 unit enters the INITIALIZATION
state.

2.2.2 Broken State

The BROKEN state is entered if errors occur in self-test. In the BROKEN state,
the LAN Bridge 150 unit reenters the SELF-TEST state every 15 seconds until
the unit is powered off.

2.2.3 inltialization State
The INITIALIZATION state is entered on completion of the self-test.

2.2.2.1 Bridge !nitialization

The microprocessor uses the INITIALIZATION state to perform the following
operations:

e Initialize various system counters and registers.

e Allocate necessary buffer space in packet memory.

Operation 2.8




s Write the initializatior blocks and the descriptor rings into packet memory
(see Section 2.3).

e Write the LAN Eridge 150 unit's physical address into the Ethernet address
table and into the LANCESs.

e Write the pointers to the initialization blo:k into the LANCE control and
status registers.

e Determine whether the bridge down-line loads as pert of the
INITIALIZATION state.

e Write the initializgtion and start bits into the LANCE control and status
registers.

If the bridge determines that a down-line load will not occur, the
INITIALIZATION state exits to the PREFORWARDING state after the
initialization and start bits are written into the LANCE control and status
registers.

2-6

The LAN Bridge 150 unit may perform a down-line load (DLL) as part of the
INITIALIZATION state.

The DLL feature is controlled : sing a hardware "down-line load enable” switch
and two software parameters: DLL-switch and DLL-info. The hardware switch
must be manually set or cleared. Software parameter values for DLL-switch and
DLL-info are entered using RBMS.

An algorithm examines the hardware switch and software parameters to
determine whether the bridge down-line loads. If the bridge is configured to
DLL, the algorithm specifies which file to load. A block diagram of the algorithm
is contained in Figure 2-1.

Maintenance Operation Protocol (MOP) messages control the DLL «u«ration.
Once the down-line load operation begins, the bridge attempts to complete the
operation until the load is successful or the bridge power is turned off.

When the down-line load is complete, the INITIALIZATION state exits to the
state determined hy the loaded software.
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2.2.4 Preforwarding State

The PREFORWARDING state is entered after the initialize and start bits
are written into the LANCE control and stetus registers. This state may also
be entered from the BACKUP state when the LAN Bridge 160 unit becomes
the root bridge in the extended LAN or a designated bridge on a LAN (see
Sectica 2.5).

The LAN Bridge 150 unit uses the PREFORWARDING state to:

e Learn the location of active stations on the network.

o Perform loop detection functions to determine whether it is the root bridge
in the extended LAN or a designated bridge on a LAN (see Section 2.5).

The operations performed in the PREFORWARDING and FORWARDING states
(see Section 2.2.5) are identical except that packets are not forwarded during the
PREFORWARDING state. This prevents the formation of transient loops.

The duration (forwarding delay) of the PREFORWARDING state has a default
value of 30 seconds. The forwarding delay can be changed using RBMS (see
Remote Bridge Management Software Use).

The PREFORWARDING state exits to the BACKUP state if the LAN Bridge 150
unit determines that the following loop detection conditions (see Section 2.5) are
met:

e The LAN Bridge 150 unit is not a root bridge.
e The bridge is not a designated bridge rn a LAN.

If the loop detection conditions are not met, the PREFORWARDING stale exits
to the FORWARDING state.

2.2.5 Forwarding State

The FORWARDING state is entered from the PREFORWARDING state when
loop detection conditions are not met (refer to Sections 2.2.4 and 2.5).

The FORWARDING state is similar to the PREFORWARDING state except that
packets may be forwarded. In this state, the LAN Bridge 150 unit performs
address filtering functions. The LANCE chips receive and store packets in
memory. The packets are discarded or processed aepending on a determination
made by the microprocessor aad table lookup subsystem.
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Other tasks carried out in the FORWARDING state include address table
maintenance and loop detection functions. Bridge management functions euch
as RBMS and maintenance functions that use MOP can also be performed.

The FORWARDING state exits to the SELF-TEST state if a revet operation is
parformed.

The FORWARDING state exits to the BACKUP state if loop detection conditions
are met (refer to Section 2.5).

2.2.6 Backup State

The BACKUP state is entered when loop detection conditions are met (see
Section 2.5). RBMS commands may be used to force the LAN Bridge 150 unit
into the BACKUP state by "disabling” a link in the bridge.

During the BACKUP state, the LAN Bridge 150 unit "listens” to network traffic.
If the LAN Bridge 150 unit determiner thet loop detection conditions are not
met, it enters the PREFORWARDING siate.

2.3 Packet Memory Data Structv es

The LANCE initializatic blocks and the descriptor rings are the data structures
that manage packet m¢ anory.

The LANCE chips use these structures to locate available buffer space for
storing incoming packets and for finding packets that are (¢ he tranamitted

The microprocessor writes the initialization blocks and descriptor rings into
packet memory during the initialization state. The microprocessor uses the
descriptor rings to find packets in memory and to identify packets that are ready
for transmiss.on by a LANCE.

2.3.1 Initializaiion Blocks

2-8

The microprocessor writes two initialization blocks into packet memory to

initialize ** two LANCE chips. Each block uses 12 words of contiguous memory.

Each LANCE uses its own initialization block to configure its operating
parameters. The fields in an initialization block are identified in Figure 2-2.
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Figure 2-2: LANCE Initialization Block Field Functions
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Mode Of LANCE Operation

Ethernet Physical Address
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Receive Descriptor Ring Pointer

Receive Descriptor Ring Pointer

Transmit Descriptor Ring Pointer

Transmit Descriptor Ring Pointer
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The functions of each field in the initialization block are defined as follows:

Operation

Mode of LANCE cperation—Promiscucus mode is selected, signifying that
all addresses are veceived.

Ethernet physical address—This field contains the 48-bit Ethernet address
assigned to the LAN Bridge 150 unit. The LANCE uses this addrees to
detect packets (such as RBMS or MOP commands) addressed to the LAN
Bridge 150 unit. This address is also transmiited by the LAN Bridge 150
unit in loop detection (Hello) messages.

Logical address filter—The €4-bit filter helps to detect multicast addresses.
This filter is not used by the LAN Bridge 150 unit since the LANCE
operates in promiscuous mode and receives all packets.
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® Receive descriptor ring pointer—This field points to the base (lowest)
address of the receive descriptor ring. Another part of this Seld defines the
number of entries in the receive descriptor ring (1, 2, 4, 16, 32, 64, or 128
entries).

s Transmit descriptor ring pointer—This field points to the base (lowust)
address of the transmit descriptor ring. Another part of this field defin=s
the number of entries in the transmit descriptor ring (1, 2, 4, 16, 32, 64, or
128 entries).

2.3.2 Descriptor Rings

Four descriptor rings (one transmit and one receive ring for each LANCE) are
written into packet memory by the processor during the INITIALIZATION state.

to locate buffer space or packets in packet memory. Figure 2-3 illustrates the
concept of descriptor rings.

Egch descriptor ring is made up of entries that define the location and status
of buffer space in packet memory. Each entry is four words in length. Thus
rach entry starts on a quadword boundary in the descriptor ring address space.
The number of entries in a descriptor ring is defined in the ring pointer of th>

B
e
£
g
A descriptor ring is a circular queue of tasks that the LANCE and processor use g
€
g
é
initialization block. :

Receive descriptor rings are used by the LANCE chips to find available buffer E
space for writing incoming packets. The processor uses the receive descriptor

rings to find the destination and source addresses in packets the LANCE chips f
receive (the destination and source addresses are contained in the first 12 bytes

of a packet). |

Transmit descriptor rings are written to by the processor to identify packets |
awaiting transmission. The LANCE reads the transmit descriptor rings to find
packets awaiting transmission.
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Figure 2-3: Descriptor Ring Structures
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2.3.2.1 Recelve Descriptor Ring Entry

Each receive descriptor ring entry is made up of four words that define the
location and status of buffer space in packet memory. Figures 2—4 through 2-7
gshow the fields that make up each word in the receive descriptor ring entry.
Tables 2-1 through 2-4 describe the bit functions of each word in the receive
descriptor ring entry.

Figure 2-4: Bit Format of *Vord 0 In the Recelve Descriptor Ring Entry

15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 OO0

vV \ L] ¥ 1 T 1 | L] 1 L { L] ¥ LD
LADR
i | ] i i J i 1Y | 1 ] 4 i | i A
LEQ-078Y =28

Tabie 2-1: Bit Descriptions of Word 0 in the Receive Descriptor Ring Entry
Bit(s) Name Description

<15:00> LADR Low address. The low-order 16 bits of the address of
the transmit data buffer corresponding to this receive
descriptor ring entry

Figure 2-5: Bit Format of Word 1 in the Receive Descriptor Ring Entry

15 14 12 12 11 10 09 08 07 06 05 04 03 02 Ot 00

1 LI j T | T
OWN] ERR | FRAM| QFLO] CRC | BUFF] STF | ENP HADR
I | A L i | i
LKO-0742-801
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Teble 2-2: Bit Descriptions of Word 1 In the Receive Descriptor Ring Entry

8i(s)

Name

Desgcription

<16>

<14>

<13>

<l2>»

<11>

<10>

05>

<08>

<07:00>

OWN

ERR

OFLO

CRC

BUFF

ENP

HADR

Ownership bit. When set, indicates that the LANCE
owns or hae use of the receive descriptor ring entry
and the corresponding receive data buffer The
LANCE clears the OWN bit to give the entry to the
microprocessor. The microprocessor gets the bit to
give the 2ntry back to the LANCE.

Ervor summary. Indicates that one or more of the
following error bits is set.: FRAM, OFLO, CRC, or
BUFF.

Framing error. Indicates that the received packet has
both & CRC errur and that the numbe: of bits in the
packet is not a whole multiple of 8.

Cverfiow. Indi:ates that the LANCE has lost part
or aii of the rackei because the internai data siio
overflowes, pefore the LANCE could write the packet
into packet memory

CRC error. Indicates that the packet has 8 CRC
error.

Buffer error. Indicates that the LANCE filled the
receive date buffer and was unable ¢ chain to
another receive data buffer to store the remainder
of the packet. Either there was not encther receive
buffer available or the LANCE was unable to read
the receive descriptor ring entry quickly enough to
find the new buffer before the LANCE internal data
silo overflowed. Data buffers must be at least 64
bytes long to allow the LANCE time to find the next
data buffer for buffer chaining.

Start of packet. Indicates that this receive daia
buffer starts a new packet.

End of packet. Indicates that this receive data buffer
ends a packet.

High address. The high-order 8 bits of the addrese of
the receive data buffer corresponding to this receive
descriptor ring entry.

Operation
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Figure 2-6: Bit Format of Word 2 In the Receive Descriptor Ring Entry
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Table 2-3: Bit Descriptions of Word 2 in the Recelve Descriptor Ring Entry

Bit(s) ame Description
<15:12> 1 Must be cnes (18).
<11:00> BCNT Buffer byte count. The length of the data bufier

corresponding to this entry in the receive descriptor
ring expressed as a twos (28) compliment number

Flgure 2-7: Bit Format of Word 3 In the Receive Descriptor Ring Entry

15 14 13 12 11 10 09 O08 07 06 05 04 03 02 01 OO

Ll LI L I L T 1B R ¥ 1 i 0 1 ¥
RESERVED PUNT
1 1 1 2 A b 1 L J AL i i A
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Teble 2-4: BIit Descriptions of Word 3 in the Recelve Deasriptor Ring Entry

Bit(s) Hame Description

<16'12> RESERVED Not used.

<11:00> PCNT Packet byte count. The number of bytes in the
received packet.

2.3.2.2 Transmit Desc: ‘ptor Ring Entry

Each transmit descriptor ring entry is made up of four words that define the
location and status of packets stored in packet memory. Figures 2-8 through
2-11 show ithe feids thul make up each word in the transmit descriptor ring
entry. Tables 2-5 through 2—-8 describe the bit functions of each word in the

transmit descriptor ring entry.

Figure 2-8: Bit Format of Word 0 in the Transmit Descrip tor Ring Entry

15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 OO
] T T T 1 T | SRS B | S B | T 1
LADR
1 1 | L ] ] o4 | I i
LRG=-0725=881

Table 2-5: 8It Descriptions of Word 0 in the Transmit Descriptor Ring Entry

Bit(s) Name Degcription

<15:00> LADR Lcw address. The low-order 16 bits of the address

of the transmit data buffer corresponding to this
transmit descriptor ring entry
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Figure 2-9: Bit Format of Word 1 in the Tranemit Descriptor Ring Entry
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Table 2-6: Bit Descriptions of Word 1 In the Transmit Descriptor Ring Entry

Bit(s)

Mame

Desgcription

<15>

<l4>

<13>
<12>

<ll>

<10>

<09>

<08>

<07:00>

OWN

ERR

MORE

ONE

DEF

ENP

HADR

Gwnership bit. When set, indicates that the LANCE
owns or has use of the receive descriptor ring entry
and the corresponding tranemit data buffer. The
microprocessor sets the OWN bit to tell the LANCE
to transmit the contents of the data buffer as a
packet. The LANCE clears the bit to give the entry
back tw the microprocessor.

Error suminary Indicates that one or more of the
following ervor bits is set in the transmit descriptor
ning entry word 3: UFLO, LCOL, LCAR. or RTRY

Not used.

More Endicates that more than one retrs was needed
to transmit the packet

One Indicates that exactly one retry v-as needed to
transmit the packet.

Deferred Indicates that the LANCE had to defer
or wait for a pause in the message traffic on the
network before transmitting the packet.

Start of packet. Indicates that this ie the first buffer
to be used by the LANCE for this packet. It is used
for data chaining buffers.

End of packet. Indicates that this is the last buffer to
be used by the LANCE for this packet. It is used for
data chaining buffers.

High address. The high-order 8 bits of the address
of the transmit data buffer corresponding to thus
transmit descriptor ring entry.
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Figure 2-10: Bit Format of Word 2 in the Tranamit Descriptor Ring Entry

15 14 13 12 11 10 0% 08 07 06 05 04 03 €2 01 00

Ll LI i 1 ¥ i B 13 LI I l
1 \ 1 1 BCNT
1 o A L. 1 A i i 4 3 i

LRO-0747-529

Table 2-7: Bit Descriptions of Word 2 in the Transmit Descriptor Ring Entry

Si(s) Name Desgeription
<15:12> 1 Must be ones (1s).
<11:00> BCNT Buffer byte count. The length of the data buffer

corresponding to this entry in the transmit descriptor
ring expressed as a twos (238) compliment number.

Figure 2-11: Bit Format of Word 3 in the Transmit Descriptor Ring Entry

1§ 14 13 12 11 10

09 08 07 06 05 04 03 02 OV @0

i ! ¥ V 1 v i I i
BUFF| UFLO! RES | LCOL|LCAR} RTRY TOR
1 W i | i i H o
LHG-OTaB~861
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Taeble 2-8: Bit Descriptions of Word 3 In the Tranemit Descriptor Ring Entry
Bit(s) Name Description

<156> BUFF Bufler error  Indicates that the LANCE did not find
the end of the packet (ENP) bit in the current buffer
and did not own the next buffer

<14> UFLO Underflow error. Indicates that the LANCE has
truncated the packet because it was unable to read
data words from memory quickly enough.

<13> RES Not used.

<12> LCOL Late collision. Indicates that a collision occurred
after the LANCE transmitted the first 64 bytes of
the packet. All nodes should have detected activity
on the network by this time Thie suggests that the
collision detect circuitry of some other node on the
network has failed The LANCE does not retry on
late colligions.

<ll> LCAR Loss of carrier. Indicates that the carrier-presence
input ic the LANCE wen! false during transmiesion
of this packet. The LANCE does not retry upon loss

of carrier

<10> RTRY Retry error. Indicates that the LANCE fgiled to
transmit the packet in 16 attempts because of
repeated collisions on the network.

<09-00> TDR Time domain reflectometry. An internal counter
that counts system clocks (10 MHz) from the start
of a transmission to the occurrence of a collision
This value is useful in determining the appromimate
distance to a fault in the network cable The TDR
value 18 valid only if RTRY is set

2.4 Learning and Forwarding

The main function of the LAN Bridge 150 unit is filtering network traffic. This
minimizes network traffic by keeping local traffic local.

The LAN Bridge 150 unit "listens” to network trafiic and acquires a working
knowledge of which stations are associated with which LAN (LANSs are identified
as being connected to Port A or Port B of the bridge). This knowledge is acquired
by reading the source addresses of incoming packets and noting the port threugh
which the packet entered. Thus each station address that is heard frem becomes
associated with a port of the bridge.
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The LAN Bridge 150 unit stores the informativn in a station address table
that holde the station address (48 bits) and the status of each station (16 bita).
The stetus is written by the firmware and defines the port associated with en
address, the age of the address, and so on.

When suhseguent packets ars received that are intended for & known (previously
stored) address, th:e bridge can determine whether the packet should be
forwarded or ignored. The bridge also updates any existing status for the station
that sent the packet. If the sending station was previously unknown, the bridge
adds the new address and its status to the table.

Figure 2-12 illustrates the table lookup (TLU) process. ihe Troll feature (see
Section 2.4.6) shown in the figure can be set by RBMS. This feature controls
access to certein stations on the network.

2-19



Figure 2-12: Table Lookup Process
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Figure 2-12 Cont'd on next page
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Figure 2-12(Cont.): Table Lookup Process
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2.4.1 Table Initialization

When the LAN Bridge 150 unit first becomes active, the network address table
is empty. Because the table is empty, the processor has no means of accessing
status information to pcrform packet filtering. The bridge must construct a list
of active stations on the network. To do this, the bridge processor places the

bridge in the PREFORWARDING state to monitor all traffic on the two LANe
to which it is connected.

In the PREFORWARDING state, source addresses are extracted from the
packets received from the LANSs, but the packets are not forwarded. These
source addresses and a status word for each station address are inserted in
ascending order into the network address table.

The 'ridge exits the PREFORWARDING state after the preforwarding delay

time of 30 seronds. The preforwarding delay time can be changed by use of
RBMS.

2.4.2 Adcregs Table Entries

Address table entries are used to keep track of the status of known network
stations. A station becomes known when the LAN Bridge 150 unit receives a
packet from the station.

An address table entry has the fields shown in Figure 2-13.
Figure 2-13: Address Table Entry

63 48 47 00

Status <63:48> Station Address <47:00>

LRD-D750--881

The status is a 16-bit word stored in address table RAM. The status functions
include:

e Identifying the port associated with the station address.

s Logging the age of the last packet received.
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e Noting any special status that can be set by RBMS, such as a nonaging or
limited access address and so on.

The address is the unique 48-bit station address of the originating station.

2.4.3 Binary Search

Under the heaviest network treffic conditions, the bridge must be able to

filter or forward a continuous stream of minimum-size (64 bytes) incoming
packets. Thus it ir essential that the TLU subsystem quickly find entries in the
active station list or determine that an entry is not present. The active station
list is an ordered list (ascending numerical order) of 48-bit station addresses
corresponding to active stations on the network.

A rapid search is accomplished using a binary decision tree search method.
Figure 2—14 shows a binary decision tree for 16 stations.

The binary search is started at the middle entry of the: table. A comparison is
made between the address received and the middle ertry and a "greater than,”
"less than,” or "equal to" determination is made. This determination results in
the following actions:

o If the reccived address is greater than the accessed entrv of the table, tuc
search continues at the center of the upper half of the tree. In Figure 2-14,
the search would continue at address 12.

o If the received address is less than the accessed entry of the table, the
search continues at the center of the lower half of the tree. In Figure 2-14,
the search would continue at address 4.

e If the received address is equal to the accessed entry of the table, the rearch
ends.

If the search continuet, another "greater than,” "less than,” or "equal to"
determination is made on the remaining part of the tree. This process conticues
until the address is found or is determined to be missing from the table.

When the search ends, the resulte are made available to the search results
register. The results include a pointer to the last location probed, and bits that
indicate whether the received address was less than, greater than, or equal to
the address in the last location probed.
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The binary search algorithm requires 8 maximum ot 13 probes in a table
containing 8000 entries. The example in Figure 2-14 requires 8 maximum of
four protes. To optimize the LAN Bridge 150 processor performance, the results
of a search are sought only after enough time has elapsed to guarantee that the
required number of probes has been performed.

Figure 2-14: Binary Declsion Tree
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Figure 2-15 illustrates the decisions that control the binary search process.
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Figure 2-15: Binary Search Process
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2.4.4 Forwarding

When the LAN Bridge 150 unit has found an incoming packet’s destination
address to be stored in the active staiion list of the address tahle, it checks the
corresnonding status word to determine whether the packet should be forwarded
or ignoved.

When the bridge has not found the destination address from an incoming packet
to be stored in the active station list of the address table, the bridge forwards
the packet by default.

NOTE

If certein conditions are set by use of RBMS, the LAN
Bridge 150 urit places additional constraints on the
decision of whether to filter or forward packets. Some of
these conditions are discussed in Section 3.4.5.

2.4.5 Writing the Ethernet Address Table
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An optional software package, Remote Bridge Management Software (RBMS),
can be used to specify additional conditions for the bridge's decision on whether
to filter or forward packets. Users of RBMS can “vrite into the active station list
to regionalize multicast packets or limit the access of certain stations on opposite
sides of the tridge.

More detailed information on implementing the following features is provided in
Remote Bridge Management Software Use.

Regionalization

A number of protocols use multicast packets for initializing, locating other
stations, and so on. It is easy to confine such protocels to a particular region of
the network by instructing the bridge not to pass such multicast packets. This is
deie by entering the multicast addresses into the Ethernet address table of the
bridge. In this way, the bridge recognizes the addresses as being on the same
side of :he bridge as the originating station and does not forward them.

Limiting Access

It may be desirable from a network management standpoint to limit the ability
of some stations on onc side of the bridge to send packets to certain station on
the opposite side of the bridge. This is referred to as the Troll feature, which can
be activated by RBMS.
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The appropriate bridge management protocol packet instructa the bridge to

flag none, some, or all of the addresses in the active station List as controlled
addresses. This causes the bridge firmware to drop packets originating from one
side of the bridge destined for these controlled addresses on the opposite side.

In other words, the bridge never forwards a packet to what is considered to be a
controlled address.

2.4.6 Special Cases

The LAN Bridge 150 unit bandles the following special cases.

2.4.6.1 Stale Packets

A packet that is to be forwarded becomes stale if the bridge is not able to
forward the packet within two seconde because of outbound congestion. This
ctale packet time is measured from the reception of the last byte of the CRC
off the inbound local area network (LAN) to the start of transmission of the
destination address on the outbound LAN. The LAN Bridge 150 unit recovers
from a stale packet condition by causing an unsuccessful transmission of the
packet.

2.4.6.2 Swapped Sides

If a station is moved from cne side of the bridge to the other, its presence on the
new port supersedes its presence on the old port (the status word is updated).

2.4.6.3 Address Aging

Operation

The relative age of station addresses in the Ethernet address table is determined
by the amount of time elapsed since the station was last heard from.

If two minutes have elapsed since the station was last heard from, the bridge
congiders the station to have ceased to exist on that side of the bridge. Any data
in the status word indicating that the station exists on that side of the bridge is
ignored.

If that station later transmits from its previous side of the bridge, its address is
relearned.

NOTE

Two minutes is the normal amount of time allowed for
aging. However, for two minutes following a topology
change, only 30 seconds of aging are allowed. Topology
changes can change the location (port) associated with
an address and cause partitioning of the extended LAN.
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Shortened aging time minimizes partitioning by clearing
the address tab'e of entries whose locations were affected
by the topology change.

2.4.7 Ethernet Address Table Maintenance

When the LAN Miridge 150 unit finds the source address from an incoming
packet to be in - - active station list of the Ethernet address table, it updates
the corresponding status word. Updating the status word includes resetting the
aging timer, noting the port associated with the address and so on.

When the source address from an incoming packet ia not* stored in the active
station list, the bridge must insert the new address (and status) into its place
in the ordered table.

New addresses and their search status (last location probed and the equal to or

greater than bits) are first stored in the new address entry portion of the address
table.

As a background operation (see Section 2.6), the new address entries are

presorted in the new entry portion of the table. Then each address is inserted
into the active station list.

2.4.7.1 inserting New Addregses

When a new source address is inserted into the active station list, it must
be inserted in its proper location in the ordered table. Often, this requires
numercus € isting entries to be shifted up so that the proper location 1s
"vucaied” t« accommodate the new address.

As an exsmple, Figure 2-16 shows addresses that must be moved to
accommodate the new address 55. Address 55 must be inserted into location N
to maintain the ordered nature of the table.

Since the new address 55 must be inserted into location N in the active atation

list, seven addresses must be transferred up one location at a time until lecation
N ie vacated.
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Figure 2-16:

ingerting a New Address Into the Ordered Table
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2.4.7.2 Single-Entry Compare

When several new addresses have accumulated in the new address entry portion
of the address table, they are presorted using a single-entry comparison before
they are inserted into the active station list. Presorting new entries quickens the
process of insertion into the active station list

Under normael conditions, a binary search is initiated using the middle location
in the active station list. A binary search continues until the address is found or
the table is exhausted.

A special location (0000) in the address table is used to initiate single-entry
comparisons. When location 0000 ie probed by the microprocessor, a single
comparison is made and no further locations are probed.

Once the new entries are presorted, the microproceseor then uses 64-bit moves
(see Section 2.4.7.3) to insert each address into its location in the active station
list.

2.4.7.3 64-Bit Move

Shifting any address in the address table involves moving 48 bits of address and
the corresponding 16 bits of status, a total of 64 bits. Since the microprocessor
can manipulate only 16 bits of data at a time, each address shift would require
four address-to-address transfers.

To accelerate the task of table maintenance, a special address range is mapped
so that when the microprocessor addresses the special address range, all 64 bits
(the address and status) are moved at once. The low-order 48 bits that make up
the Ethernet address are read from RAM. temporarily stored in the comparator
PALs and then written into the new location in RAM. The high-order 16 bits
that make up the status word are written from the status RAM, temporarily
stored in the microprocessor status register, and then written into the new
location in the status RAM.

2.5 Loop Detectlion
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LAN con! gurations cannot include any loops (redundant paths) because packets
transmitt.d onto the LAN will circulate around any loop indefinitely.

All LAN Bridge 150 units have a loop detection feature. This is an automatc
process that logically confgures a loop-free extended network. This process,
performed by a spanning tree computation algorithm, provides the following
features to enhance extended network performance:
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e Loop detection—If LAN Bridge 150 units are accidentally configured in
a loop, the process will compute a loop-free portion of the topology. This
prevents packets from circulating around the extended network indefinitely.

e Backup—LAN Bridge 150 units can be deliberately configured in a loop
in such a way that one LAN Bridge 150 unit in the loop can serve as the
backup for any one of the other LAN Bridge 150 units in the loop.

@ The process is gelf-maintaining—The process is a continuous one that
responds dynamically to changes in network topology. Changes may be
caused by & malfunctioning LAN Bridge 150 unit or by using Remote
Bridge Management Software to change parameters in the spanning
tree computation algorithm. When changes are sensed, the algorithm
recomputes the new network topology and again becomes stable and

self-maintaining.

s The process ie deterministic—A fixed set of rules controls the process so
that when variables are changed, the results can be predicted.

e The process requires low network overhead—The messages that control
the spanning tree are transmitted by participating LAN Bridge 150 units
at 1-second intervals, thue using a very small percentage of the available
network bandwidth. For example, if the interval between Hello messages
is 1 second (the default), the overhead caused by Hello messages in a stable
configuration is 64 bytes per second (0.005% on the network).

NOTE

Hello messages are 60 bytes in length. The Hello
multicast address is (HEX) 09-00-2B-01-00-01, and
the type field »» 80-38. This message is for use in
Digital’s LAN . "~idge 100 spanning tree messagz.
The LAN Bridge 150 also uses IEEE 802.1 Part D
MAC Bridge Standard. For more information on
hello messages, refer to the IEEE 802.1 Part D MAC
Bridge Standard.

2.5.1 The Spanning Tree Principle

Although the LAN Bridge 150 units in an extended network can be physically
placed in an arbitrary fashion, the logical network that the LAN Bridge 150
units sutomatically create is always a spanning tree. The spanning tree has the
following basic properties:

e There are no loops; that is, there is only one path between any two LAN
Bridge 150 units.
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e All LANs are connected.

The process by which the LAN Bridge 150 units construct the logical spanning
tree from an arbitrary physical configuration is called the spanning tree
computation process.

2.5.2 The Spanning Tree Compulation Process

The spanning tree computation process consists of the following steps:

1. The extended network elects a aingle rooi bridge.

2. The extended network elects a designated bridge on each of its LANg. The
designated bridge is the LAN Bridge 150 unit with the lowest path cost
to the root bridge. A path cost is the sum of all the line-cost parameter
values in any given path of lines. RBMS may be used to mod'y line cost
parameter values (see Section 2.7).

3. All LAN Bridge 150 units except designated bridges turn off all lines, except
for the single line that is the lowest path cost to the root bridge. Designated
bridges turn off all lires except for the single line that is the lowest path
cost to the root bridge and any lines attached to LANs for which they are
the designated bridge.

2.5.2.1 Types of Spanning Tree Modes
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The spanning tree computation process developed by Digital Equipment
Corporation was first implemented in Digital's LAN Bridge 100 product. This
spanning tree algorithm was offered to the IEEE and is now part of the IEEE
802.1 Part D MAC Bridge Standard.

Although the two algorithms are identical and produce exactly the same
spanning tree topologies, the 802.1 standard uses several different parameters
to implement the algorithm. For example, the multicast address used for bridge
Hello messages in the LAN Bridge 100 spanning tree mode is different than

the multicast address used for Hello messages in the IEEE 802 .1 spanning

tree mode. As a result, bridges that operate in one of these two spanning tree
modes cannot understand Hello messages from bridges that operate in the other
spanning tree mode.

To illustrate the problems involved in having two types of bridges in the same
network, assume that a LAN Bridge 100 is connected in a loop with a bridge
using JEEE 802.1 spanning tree mode. Since the two bridges cannot understand
each other’s Hello messages, the first one to receive a Hello message from the
other will simply ignore the message and pass it on. The sender of that Hello
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message, detecting its own Hello meseage on both of its ports, will place itself in
the BACKU? state.

In this situation, the spanning tree algorithm is no longer determiniatic. A user
cannot predict (or control) which of the two bridges will be the forwarding bridge
and which will be the backup bridge.

Another problem can arise if both bridges come up at the same time. This
causges both bridges to cycle continuously between the BACKUP state and the
FORWARDING state.

2.5.2.2 Migration Bridges

To help solve this problem, Digital manufactures the LAN Bridge 150 and

LAN Bridge 200 models. These bridges can dynamically adapt to either

the LAN Bridge 100 spanning tree mode or the IEEE 802.1 spanning tree
mode, depending on what the network configuration requires. An auto-select
software switch controlled by the bridge management lets you either enable
this auto-select feature or allows locking the bridge in the IEXE 802.1 spanning
tree mode. Bridges with this auto-select feature are sometimes called migration

bridges.

When e migration bridge is installed, it defaults to the IEEE 802.1 spanning
tree mode. If it detects any bridges operating in the LAN Bridge 100 spanning
tree mode, it automatically switchee to that mode and discards any Hello
messages received from an !EEE 80%.1 spanning tree bridge. This subdivides
the network into two parts: one part that uses the LAN Bridge 100 spanning
tree mode on one side of the bridge and another part that uses the IEEE 802.1
spanning tree mode on the other side of the bridge. Each of these two parts
operates in its own spanning tree mode and, more importantly, results in a
spanning tree topology that is deterministic. If the migration bridge stops
hearing the LAN Bridge 100 spanning tree mode messages, it autzmatically
reverts back to the IEEE 802.1 spanning tree mode.

2.5.3 Spanning Tree Example

When LAN Bridge 150 units are first activated (either by being powered on or
by being reset using a bridge management command), each LAN Bridge 150
unit assumes that it is the root bridge of the spanning tree. Each LAN Bridge
150 unit sends out Hello messages on all its LANs declaring itself to be the
root bridge of the extended network. These Hello messages are multicast to all
other bridges that are directly connecied to the same LANs. For example, in
Figure 2~17, bridge B10's Hello message is received by bridges B3, B4, BS, Bl1,
and B14.
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Because the LAN Bridge 150 unit is declaring itself the root bridge, it also
declares itself the designated bridge on all ita LANs.

As LAN Bridge 150 units receive Hello messages from other LAN Bridge 1560
units, each bridge compares the root bridge and designated bridge information
in the received Hello messages to its own information. When performing the
comparison, the bridge compares the new root bridge, rcot path cost, and
designated bridge to the current root bridge, root path cost, and designated
bridge. The root bridge and designated bridge fields are simply the network
address of the root bridge and designated bridge with a root priority prefiz.
This root priority prefix can be set by bridge management and defaults to a
fixed value that is equal for all bridges. If a bridge finds that a Hello message
contaips better root information (lower values), it ceases to declare itself as the
root, stores the new root information just received, and begins to send out the
new information.

In a stable environment (all bridges and lines remain active), this process
eventually leads to a single root bridge being elected as well as a single
designated bridge per LAN. If no further events occur, the network will
remain configured in the original spanning tree created by the spanning tree
computation algorithm. Note that given the same bridges, the same set of
conditions, and the same set of parameters, the spanning tree computation
algorithm will always derive the same configuration.

Figure 2-17 shows the end result of the algorithm for a 14-bridge extended
petwork. In this network, the bridges have the addresses Bl through B14. All
root priority fields are assumed to be the default (128). If address Bl is assumed
to be arithmetically less than address B2, then B1 will become the root bridge.
Figure 2—-17 also shows the lines that are put into the BACKUP state. In this
state the bridges continue to receive Hello messages over these lines; however,
the lines are not used for forwarding. This BACKUP stawe is what allows the
bridges to form a loop-free tree from an arbitrary physical connection and yet
have the flexibility to reconfigure themselves if a line goes down. Figure 2-17
also shows the designated bridges that result from the algorithm: bridges B2,
B3, B5, B6, B8, B10, B12, B13, and Bl4.
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Figure 2-17: Result of the Spanning Tree Computation Algorithm

BS | B6 87 88 B9 B10 B11

e Broken lines indicate lines that are in the BACKUP state.
® Bridge 81 is the root bridge.
e Biidges B2, B3, BS, 86, B8, B10, B12, B13, B14 are the designated bridges.

LEG-0752-881

When a stable spanning tree configuratiou has been established and a bridge
determines that it is not the root bridge, it stops sending out Hello messages.
Instead, it sends out a Hello message only when it receives a Hello message
from the designated bridge on the line to the root bridge. Other than topology
change notification messages, bridges do not send a Hello message on the line
over which they received the Hello message (the line to the designated bridge).

Therefore, in a stable network, each LAN has only one bridge (the designated
bridge) that sends out Hello messages. Figure 2-18 shows the Hello message
propagation in the stable network shown in Figure 2~17.
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Figure 2-18: iHello Message Propagation

® f and ‘ indicate direction of Hello message propagation.

e Broken lines indicate lines that are in the BACKUP giate.

@ Bridge B1 is the roof bridge.

e Bridges B2, B3, B5, 86, B8, B10, B12, B13, B14 are the designated bridges.

LKG—07 55~801

2.5.4 Spanning Tree Parameters

Certain parameters used in the spanning tree computation algorithm can be set
using bridge management commands, and almost all parameters and variables
involved in the algorithm can be read using management commands. This
capability allows network managers to monitor and influence decisions made

by individual bridges. For information on using this capability, refer to Remote
Bridge Management Software Use.
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2.5.5 Examples of the Spanning Tree Algorithm

Figure 2-19 represents a possible physical network in which seven networks
are tied together with bridges to form a large extended LAN. This particular
configuration may not be practical, but it serves to explain the function of the
loop detection process. When the bridges in the network of Figure 2-19 are
powered up, the following events occur as part of the spanning tree algorithm.

1.
2.

Operation

All bridges send out Hello messages that contain the bridge ID.

Since Bridge 0 has the lowest ID, it is recognized as the root of th .
spanning tree.

The root bridge establishes itself as the designated bridge on each of the
LAN-= it connects.

Each of the sther bridges determines its distance from the root bridge iu
terms of the number of bridges between it and the root bridge.

The algorithm elects a designated bridge on each LAN. The designated
bridge is the one with the lowest path cost to the root bridge.

Designated Bridge LAN

! W N
om™TMOo

In the case of LAN G, the distance to the root bridge is the same through
Bridge 5 or Bridge 6. Bridge 5 becomes the designated bridge because its
ID is lower than that of Bridge 6. Bridge 6 goes into the BACKUP state
because it is neither a root bridge nor a designated bridge.
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Figure 2-19: Hypothetical Extended LAN Using Bridges

LKG-0756-801

The logical network formed as a result of the learning algorithm is shown in
Figure 2-20.
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Figure 2-20: Logical Extonded LAN Formed by Learning Algorithm

LKG=D757-301

If a bridge goes from FORWARDING state to a BROKEN state, the spanning
tree algorithm reconfigures the network topology. For example, if Bridge 4
malfunctions, Bridge 6 goes to the FORWARDING state and becomes the
designated bridge for LAN E. Bridge 0 is still the root bridge. The new logical
network topology 1s shown in Figure 2-21.
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Figure 2-21: Reconfigured Logical Extended Network

Root Bridge

LEC-4758-501

If the root bridge of Figure 2-21 malfunctions:

s Bridge 1 becomes both the root bridge and designated bridge for LANs A
and D.

s Bridge 6 goes into the FORWARDING state and becomes the designated
bridge for LAN E.

e Bridge 4 becomes the designated bridge for LAN C.
e Bridge 2 becomes the designated bridge for LAN B.
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Operation

The new logical network topology is shown in Figure 2-22.
Figure 2-22: Reconfigured Logical LAN With a New Root Bridge

Another example of an extended network is shown in Figure 2-23. Notice that
bridges are connected in such a way that two physical loops exist. The loop
detection function of the bridge helps to configure the network logically so that
no loops exist.
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Figure 2-23: Extended LAN Showing Physica! Loops

LKG-D780-481

After the network is configured by the spanning tree algorithm:

Bridge 0 is established as the root bridge of the spanning tree and is the
designated bridge for LANg A and B.

Bridge 1 is established as the designated bridge for LAN C.
Bridge 3 is established as the designated bridge for LAN D.
Bridges 2 and 4 enter the BACKUP state.
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The logical configuration is shown in Figure 2-24.
Figure 2-24: Logical Extended LAN With Backup Bridges

2
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LKG=0761-881

Iz the network of Figure 2-24:

a If Bridge 1 malfunctions, Bridge « becomes aperational and the designated
bridge for LAN C.

e If Bridge 3 malfunctions, Bridge 2 becomes the designated bridge for LAN
D.

e If Bridge O (the root bridge) malfunctions, Bridge 1 becomes the new
root bridge and designated bridge for LANs B and C, Bridge 2 becomes
operational and the designated bridge for LAN D, and Bridge 3 becomes the
designated bridge for LAN A.




The new logical network topology formed as & result of the root bridge
malfunction is shown in Figure 2-2°5.

Figure 2-25: Logical Network Topology for New Root Bridge
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2.5 Foreground and Background Operations
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The main function of the LAN Bridge 150 unit is filtering and forwarding
packets. To operate efficiently under the heaviest network traffic conditions, the
LAN Bridge 150 unit must be able to filter or forward a packet every 32 ms.

During normal operatior, the LAN Bridge 150 i:xit performs a variety of
operations that includes:
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Performing loop detection functions.
Receiving packets and writing them into packet memory.

Using the descriptor rings to allocate buffer space and to find packets in
packet memory.

Trensmitting packets from packet memory.

Performing & binary search of the addresses in the Ethernet address table.
Presorting new address entries.

Storing new address entries in the Ethernet address table.

Responding to bridge management instructions.

Performing MOP operations.

Performing Test and XID operations

Though all of the operetions listed here support the main function of the LAN
Bridge 150 unit, some operations may be less critical thus their executior may
be delayed until an operation of higher priority is completed.

To prioritize the various operations, those in the critical path of filtering
or forwarding packets are considered foreground operations. Less critical
operations are considered background operations.

2.6.1 Foreground Operations

Operation

Foreground operations must occur so that the LAN Bridge 160 unit can filter or
forward packets. The LAN Bridge 150 unit must:

Receive packets from a LAN.

Scan and write the receive descriptor ring.

Write the packets into packet memory.

Compare the destination address to the Ethernet address table.
Decide whether to forward or filter the packets.

Scan and write the transmit descriptor ring.

Transmit (forward) the packets to the other LAN.
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e Compare the source address to the Ethernet address table.

s Perform loop detection functions.

Most of the foreground operations are in the critical path of filtering or
forwarding packets and are called critical path operations.

Loop detection functions, though not in the critical path, have the highest
priority and are performed as foreground operations. Loops in an extended
network cause unnecessary pecket traffic that can degrade performance of
critical path operations. This condition can ultimately prevent background
operations from executin, since background operations are deferred until
foreground operations ar¢ completed.

Loop detection functions maintain LAN Bridge 150 unit performance levels by
detecting and eliminating loops. This optimizes usage of the critical path by

minimizing unnecessary traffic, thus allowing time for execution of background
operations.

2.6.2 Backgronnd Operations
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Bacicground operations support the main function of the LAN Bridge 150 unit
but sx = not in the critical path of filtering or forwarding packeta. Table 2-9
identifics major background operations in order of their priority.

Table 2-9: Backarnund Operations

Operation L'escription
Address Table Typ:cal operations include:
Maintenance ~ Updating the address table status word

~ Presorting new address entries
~ Storing new addresses in the address table

Bridge Management Responding to bridge management instructions
Operations

Maintenance Responding to requests for system identification, loop data
Operation Protocol messages, Or Counter messages

Functions (MOP)

Timer Fanctions Resetting various timers

Counter Maintenance Maintaining pointers to various queues, such as the transmit
Functions and receive descriptor rings

Control of State Dictated by timers and counters that are controlled in the
Changes background
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2.7 Remote Software and Bridge Access

Remote software (such as Remote Bridge Management Softwarz and LAN Traffic
Monitor software) use the network to communicate with the bridge. Bridge
switches 3, 4, and 5 control communications between the bridge and the node
running remote software. Table 2—-10 describes the switch: positions that control
bridge access.

Password protection is supported by RBMS version 2.0 and the LAN Bridge 150
to provide further bridge protection.
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Table 2-10: Bridge Access Switches

Swiich

Number Name ON (Down) OFF (Up)

3 Port A Access  Stations on the Stations on the LAN connected
LAN connected to to Port A that have bridge
Port A that have management capabilities can
bridge management read but cannot write bridge

capabilities are
allowed to read
and write (modify)
bridge management
parameters.

If a load host resides
on Port A, the switch
must be ON for
down-line loading
software.

4 Port B Access  Stations on the
LAN connected to
Port B that have
bridge management
capabilities are
allowed to read
and write (modify)
bridge management
parameters.

If a load host resides
on Port B, the switch

must be ON for
down-line loading
software.
b Down-Line Configures unit to
Load Enable operate as a LAN

Traffic Monitor.
Enables the unit to
down-line load software
(such as LTM Listener
software) from a load
host. When the switch
is ON, the bridge does
not forward packets.

Applicable Port A
access or Port B access
switch must be ON

so that the load host
can write to bridge
memory.

management parameters.

Stations on the LAN connected
to Port B that have bridge
management capabilities can
read but cannot write bridge
management parameters.

Configures unit to operate as a
bridge. Disables the down-line
function.

RBMS Can override the switch
causing the bridge to operate as
a LAN Traffic Monitor.
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2.8 Maintenance Operation Protocol (MOP)

The LAN Bridge 150 unit implements network interconnect (NI) maintenance
protocols as specified in the Digital Network Architecture Maintenance
Cperations Functional Specification (Order No. AA-X436A-TK). The operational
description and message formats of these protocols are specified in that
document. The minimum functional requirements for an NI port are outlined
in the Digital Network Architecture Ethernet Node Product Architecture
Specification (Order No. AA-X440A-TK).

The bridge supports the following minimum set of maintenance functions:

e Request identification and system identification packets

= Loop data and loop data packets

s Request counters and counters messages

These maintenance functions are further defined in Table 2-11.

Teble 2-11: MOP Request and Response Messages

Request Message

Response Message

Request Identification—A message
from network management
requesting a system identification

message from the LAN Bridge 150.

Loop data—A message from the
network management instructing
the LAN Bridge 160 to loop data.

System Identification~—A r sponse from the
bridge containing

- MOP version number

~ Console state

~ Hardware address

~ Functions

— Device

Looped data~—A message from the LAN
Bridge 150 in response to a loop message.
Loop messages are forwarded in the direction
indicated by the Ethernet address table.

2.9 Self-Test

The gelf-test is resident in the LAN Bridge 150 firmware and is started on power
up or soft reset. The self-test program is designed to:

o Test 95% of all stuck-at (SA1 or SAQ) faults.

@ Provide a maximum amount of fault isolation to the failing fun tional block.
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T"e self-test is run in one of two switch-selectable modes:

@ Normal

o Loop-on-self-test

In normal mode, the self-test starts from the power-up vector and begins testing
at the lowest level with the CPU and ends testing at the more functional
network tests. If no errors are found, self-test illuminates the Self-test OK
status LED and jumps to the LAN Bridge 160 firmware. If an error is found, a
code corresponding to the failing test is written to NVRAM, and the Self-test OK
status LED remains off. The LAN Bridge 150 unit enters the BROKEN state,
waits 16 seconds, and then reenters the SELF-TEST state. If an error is again
detected, the error is handled in the same manner #3 before. The error code
previously atored in NVRAM is overwritten with the most recent error code.

When the loop-on-self-test switch is turned on, the self-test operates the same as
it does in normal mode except that it repeata the entire self-test until either an
error is detected or the LAN Bridge 150 unit is powered off. The NVRAM write
test is disabled after the first pass to avoid exhausting its write capability. The
Self-test OK status LF.D is turned on at the end of the first pass and remains
on unless an error is found. If an error is found, the Self-test OK status LED is
turned off, and a code corresponding to the failing test is written to the NVRAM
and the manufacturing register. The self-test then loops on the failing test and
generates A trigger pulse (once each pass) at one of the external pins. This
trigger pulse is an aid to troubleshooting the LAN Bridge 150 module.

The self-test contains three main modules:

1. Basic tests
2. LANCE tests
3. Table Lookup (TLU) tests

2.9.1 Basic Tests
Basic tests are run from ROM and include testing of:

e Program ROM

e Program RAM

o NVRAM

e Ethernet address ROM
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» Ethernet address RAM
e Timer check

o Packet memory

e Packet memory refresh

Sections 2.9.1.1 through 2.9.1.9 provide a description of each of these basic tests.

2.9.1.1 Program ROM Test
This test does the following:

e Perforn s+ a CRC32 calculation on the program ROM excluding the last
longword location in the ROM.

e Compares the results of the calculated CRC with the CRC character stored
in the last word location of the ROM.

2.9.1.2 Program RAM Test

Program RAM is tested for all stuck-at (SA1 or SA0) faults and coupling
faults using a modified version of the Nair, Thatte, and Abraham'’s testing
procedure (refer to Functional Testing of Semiconductor Random Access
Memories—Computing Surveys, Vol 15, No. 3, September 1983).

2.9.1.3 NVFIAM Checksum Test

This test performs a checksum calculation on the NVRAM and compares the
calculated checksum with the value stored in the NVRAM. The checksum is
calculated using the 16-bit ones complement binary arithmetic, shifting before

edding.

2.9.1.4 NVRAM Write Test
This test verifies that the NVRAM can be written to. The NVRAM write test is
disabled after the first pass of the self-test in manufacturing mode.

2.9.1.5 Ethernet Address ROM Checksum Test

This test performs a checksum calculation on the Ethernet address ROM and
compares the result of the calculation to the checksum value previously stored in
the ROM. The checksum is calculated using the 16-bit ones complement binary
arithmetic, shifting before adding.
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2.9.1.6 Ethernet Address RAM Test

The Ethernet address RAM is tested for stuck-at faults (S8A1 or SAO) and
coupling faults using a modified version of the Nair, Thatte, and Abraham's
testing procedure.

2.9.1.7 Timer Test
The timer test does the following:

a Starts the eoftware clock and checks that the interrupt occurs at the correct
vector and the correct IPL.

@ Checks that the interrupt can be acknowledged or reset by reading address
location 4000.

@ Checks that the interrupt occurs at the correct interval (498 milliseconds).

2.9.1.8 Packet Memory Test

Packet memory is tested for stuck-at faults (SA1 or SAO) and coupling faults
using a modified version of the Nair, Thatte, and Abraham'’s testing procedure.

2.9.1.9 Packet Memory Refresh Test

This teet verifies that packet memory refresh is working. A data pattern is
written into the RAM; the test waits 1 second, then reads the location to verify
that the pattern read agrees with the pattern written. This is repeated until all
bits are checked for SA1 and SAQ faults.

2.9.2 LANCE Tests
There are three categories of LANCE tests:

e Reset
e Internal loop

e External loop
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2.8.2.1 LANCE Reset Test

This test verifies that LANCE chips can be reset to a known state. Bits in both
LANCE chips are set to a predetermined state. LANCE A is recet and LANCE B
is checked to verify that the bits are still set, then LANCE A is checked to verify
that it is cleared. Next, bits in LANCE A are again set to the predetermined
state. This time, LANCE B is reset and LANCE A is checked to verify that the
bits are still set. Finally, LANCE B is checked to verify that iv is cleared.

2.9.2.2 Internal Loop Tests

The internal loop tests include:

e Transmit CRC Logic Test

® Receiver CRC Logic Test

e Receive Bad CRC Test

e Collision Test

e Multicast Address Test

e Reject Physical Address Test

e Byte Swap and Broadcast Address Test

Transmit CRC Logic Test

This test clears the disable transmit CRC (DTCR) bit in the mode register to
ensble CRC generation on the packet transmission. The test then transmits a
packet and compares the received CRC character with a precalculated value.

Receive CRC Logic Test

This test sets the disable transmit CRC (DTCR) bit in the mode register to
disable CRC generation on packet transmission. The test then transmits a
packet with a precalculated CRC character and verifies that the packet was
received correctly with no CRC errors.

Receive Bad CRC Test

This test sets the disable transmit CRC (DTCR) bit in the mode register to
disable CRC generation on packet transmission. The test then transmits a
packet with a bad CRC character appended and verifies that the receiver flags
a CRC error.
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Colligion Test

In this test, a packet is tranemitted in internal loop mode with the mode register
collision bit set. The test then verifies that the LANCE detects an error and

retries the transmission 16 times. After the sixteenth retry failure, a retry error
ie indicated.

Multicast Address Tost

This test checks the ability of the LANCE to accept or reject a packet with the
multicast bit set in the destination address of the transmitted packet.

The test uses the following procedure:

1. Transmit a packet with an address that the logical address filter should
accept.

2. Verify that the packet is transmitted and received correctly.

3. Transmit a packet with an address that the logical address filter should
reject.

4. Verify that the packet is transmitted but not received.

Reject Physical Address

This test transmits a packet with the destination address not equal to the
LANCE address. The test then verifizs that the packet is transmitted correctly
but is not accepted by the LANCE receiver. The test also checks the transmit
status and looks for unexpected interrupts.

Byte Swap and Broadcast Address Check

The LANCE has the BYTE SWAP bit set in CSR3 and the destination address of
the packet is & broadcast address. When an internal loop packet is transmitted,

the receiver unit should accept the packet. Transmit and receive status is
checked along with the data.

LAN Bridge 150 Technical Manual




2.9.2.3 Externa! Loop Tests

These tests are used to determine the port-to-port loop configuration. A flag

is set to enable the network port to network port testing if there is a valid
configuration available. In port-to-port testing, packet sizes vary from 64 to 1500
bytes. There are two external loop tests:

o External loop test
e Port-to-port loop test

External Looy Teet

This test takes the fcllowing steps to determine whs! network loopback
configuration is connected to the LAN Bridge 150 unit:

1. An external loop packet is scnt on Port A.
2. If the packet is not received, the self-test considers it a hard error and halts.

3. If the packet is received back on Port A, the self-test determines that there
must be transceivers connected to both ports. .

4. An external loop packet is sent on Port B.
5. Status and data are checked at both ports.

6. If the external loop packet transmitted on Port A is received on Port B, the
self-test determines that there must be a port-to-port loop configuration.

7. If the external lonp packet transmitted on Port B is reczived on Port A, the
self-test sets a flag to indicate that a port-to-port configuration exists.

8. If any of the status/data checks or transmit/receptions fail, the self-test
indicates the hard error and halts.
Port-to-Port Loop Test

The port-to-port test requires that both ports are connected together through a
manufacturing loopback cable. The test also requires that the port-to-port flag
be set.

NOTE

This test will fail unless the loop-on-self-test switch
located in the LAN Bridge 150 /O panel is set to the
Enable position.
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The port-to-port loop test creates a maximum amount of activity on the LAN
Bridge 150 hardware by starting operations with the binary scarch hardware
and timer hardware at the same time as it does port-to-port looping through the
manufacturing loopback cable. The size of the packets transmitted varies from
€4 bytes to 1618 bytes. Doth transmit and receive data chaining is tested.

2.9.3 Teble Lookup (TLU) Tests
The TLU tests test the following:

a Status RAM
e Basic binary search

e Binary search engine

2.9.3.1 Status RAM Test

Statue RAM is tested for stuck-at faults (SA1 or SAQ) and coupling faults using
a modified version of the Nair, Thatte, and Abraham'’s testing procedure.

2.9.3.2 Baslc Binary Search Test

This test verifies that the search registers can be read from and written into by
the processor. The test also verifies that data from the search registers can be
written into the Ethernet address table RAM in 64-bit increments by writing to
addresses FCOU0-FFFFF (this tests the 64-bit move function).

2.9.3.3 Binary Search Engine Test

This test verifies that the binary search engine can search the network address
RAM for entries scattered throughout its address range. A check is made

to ensure that a binary search is actually done during the search for stored
network addresses.
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3

Technical Description

3.1 introduction

This chapter contains a technical descripticn of the hardware and hardware
subsystems that make up the LAN Bridge 150 upnit. The discuesion takes a
top-down approach, beginning with the system level description of the LAN
Bridge 150 and ending with discussions at the circuit level.

3.2 Hardware Overview

7i:e LAN Bridge 150 unit is made up of four subsystems, as shown in
Figure 3~1. Each subsystem provides the following functions:

The network interconnect (NI) subsystem receives packets from the LAN
on one side of the LAN Bridge 150 unit and stores them in memory. The
NI may forward the packets to the LAN on the other side depending on a
determination made by the LAN Bridge 150 unit firmware.

The table lookup (TLU) subsystem performs searches of 48-bit Ethernet
sddresses stored in an 8K-by-48-bit address table. The results of the search
are used by the LAN Bridge 150 firmware to determine whether a packet
should be forwarded to the LAN on the other side of the LAN Bridge 150
unit.

The proceesor subsystem keeps track of packets stored in packet memory
and determines whether those packets will be filtered or forwarded. The
processor maintains the Ethernet address table in the TLU. The processor
also responds to loop detection messages, Maintenance Operation Protocol
(MOP) functions, and bridge management or Remote Bridge Management
Software (RBMS).
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w The power supply subsystem provides all of the voltages required to
support the NI, TLU, and processor subsystems as well as the transceivers
connected to Port A and Port B.

Figure 3-1: LAN Bridge 150 Subsystems
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3.2.1 Overview of LAN Bridge 150 Functional Blocks

The LAN Bridge 150 subsystems interact through a system of bus structures
and control lines. The block diagram in Figure 3-2 shows relationships among
the major circuits of the LAN Bridge 150 unit.
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The design incorporates a system of bus switches (latches) that isolate memory
structures in each of the subsystems. This important design element enhances
the operating epeed of the LAN Bridge 150 unit by allowing concurrent operation
of the NI, TLU, and processor subsystems.

Figure 3-2: LAN Bridge 150 Functional Block Diagram
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3.2.2 The Data Path

This section provides a general discussion of one typical LAN Bridge 1560
operation, illustrating how the hardware is used to forward packets. Each of the
circuits mentioned in the discussion is shown in Figure 3-2.

As an example of LAN Bridge 150 operation, assume that a minimum size
packet is present at Port A. The LAN Bridge 150 unit performs the following
steps:

1. The serial interface adapter (SIA) receives the packet from Port A
transceiver and sends it to the Local Area Network Controller for Ethernet
(LANCE).

The LANCE stores the packet in packet memory and clears an OWN bit
in the LANCE A receive descriptor ring. This causes the OWN interrupt
generator to send an OWN interrupt to the processor.

2. The processor responds to the OWN interrupt by reading the LANCE A
receive descriptor ring that points to the buffer containing the packet. The
processor then reads the 48-bit destination address (located in the first 6
bytes of the packet) and copies it into the TLU.

3. The TLU performs a binary search, which compares the destination add-ess
against addresses already stored (in ascending numerical order) in the
address table. The processor uses the results of the search to determine
whether the packet must be forwarded and one of the following occurs:

s If no match is found (that is, if the destination address does not equal a
known source address), the processor, by default, forwards the packet to
the LAN at Port B. Go to Step 4.

@ If a match is found (that is, if the destination address equals a known
source address), the processor checks the corresponding 16-bit status
word in the processor RAM to determine the location (Port A or Port B)
of the station.

If the destination is on Side A, the processor disregards the packet. Go
to Step b.

If the destination is on Side B, the processor determines, by default,
that the packet is to be forwarded to the LAN at Port B.

4. The LAN Bridge 150 unit transmits the packet to Port B as follows:

@ The processor writes the data from the LANCE A receive descriptor
ring into the LANCE B transmit descriptor ring, resets the OWN bit
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in the descriptor ring, and sets the transmit demand bit in LANCE B
CSR.

e When transmit conditions at Port B are met, LANCE B reads the
packet from packet memory and transmits it to the LAN at Port B
ueing the SIA.

5. The LAN Bridge 150 unit compares the source address of the incoming
packet to addresses stored in the Ethernet address table. This keeps the
address table and status word up to date.

3.3 Processor Subsystem
The processor subsystem is responsible for overall operation of the LAN Briige

150 unit. The processor allocates buffers to the LANCE network controllers,
initiates binary searches, and maintains the address tabie of the TLU.

3.3.1 Processor Circuit Descriptions

The processor consists of the following circuitry (see Figure 3-3):

s Motorola 68000 microprocessor
e Interrupt controller

e Processor memory

e System timers

e Reset circuitry

To minimize capacitive loading of the processor data bus (D40-D15), a secondary
data bus (UD00-UD15) is incorporated into the architecture (see Figure 3-3).
The secondary data bus is joined to the primary data bus by a pair of octal

bus transceivers. The secondary data bus is enabled by the address decoding
circuitry.
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Figure 3-3: Processor Subsystem
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3.3.2 The Microprocessor

The heart of the processor subsystem is the microprocessor. The microprocessor
used in the LAN Bridge 150 unit is the Motorola 68000, a single-chip device with
address and data on separate buses. The 68000 has built-in mechanisms for
handling incoming interrupt information and for controlling bus arbitration. The
68000 also provides status information that allows decoding of the current bus
operation.

The 68000 microprocessor has a 32-bit internal architecture and a 16-bit
external data path. The address bus is 23 bits wide with separate control lines
for accessing the upper and lower bits either as separate bytes or together as
words. The processor is driven by a 10-MHz (100-ns) system clock that results in
a processor cycle time of 400 ns without WAIT states.
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3.3.3 inturrupt Controlier

The interrupt controller (see Figure 3—4) monitors the interrupt priority level
(IPL) lines. The controller responds to the interrupt request if the priority of
the request is higher than the priority of the processor. If two or more interrupt
requests are presented to the interrupt controller at the same time, the highest
level is passed on to the processor and the other levels remain pending.

The microprocessor acknowledges the interrupt by placing the interrupt level on
address lines Al through A3. When the interrupt vector generator is enabled by
the function code lines (FCO-FC2), it reads the address lines Al through A3 and
places a corresponding interrupt vector onto the data bus. Table 3-1 identifies
each interrup., its priority, and its vector.

Figure 3-4: Hardwere Interrupt Configuration
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Table 3-1: Hardware interrupts

Interrupt

interrupt Level Vector Address
6 46
6 45
4 44
3 43
2 42
i 41

Watchdog timer

LANCE B interrupt. Generated when
CSRO status flag is set for LANCE B

LANCE A interrupt. Generated when
CSRO status flag is set for LANCE A

OWN bit interrupt B. Generated when
OWN bit (set by LANCE B) is detected

OWN bit interrupt A. Genersted when
OWN bit (set by LANCE A) is detected

Fiber optic self-test. Generated during
self-test if a fiber-optic module is
installed. This causes self-test to
verify operation of the fiber-optic
circuitry

3.3.4 Processor Memory

The processor memory contains the following components:

PROM (stores the program code)
RAM (holds a copy of the program code)
RAM (holds the address table status)

PROM (holds the physicel address of the LAN Bridge 150 unit)

NVRAM (records diagnostic and bridge management paramaters)

Miscellaneous control registers

3.3.4.1 PROM

The PROM (programmable, read-only memory) section «f processor memory
stores 32K words and contains all LAN Bridge 150 firmware, including self-test.
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3.3.4.2 Program RAM

Program RAM contains 8K words and is made up of two 8K-by-8-bit static RAM
devices. The program RAM contains & copy of the LAN Bridge 150 program code
and data structures. The program executes from program RAM after the LAN
Bridge 150 unit has powered up and self-test has passed.

3.3.4.3 Address Table Status RAM

The address table status RAM contains 8K words and is made up of two
8K-by-8-bit static RAM devices. The address table status RAM contains status
words that correspond to each entry in the Ethernet address table of the TLU.
The status includes information such as the following:

@ The port (Port A or Port B) on which the address resides
e The age of the address

e Whether the address is uzed by the LAN Bridge 150 unit for special
purposes

e Whether the address is learned through normal LAN Bridge 150 operation
or is fixed (written into mex:ory by bridge management so that it cannot
age)

3.3.4.4 Physical Address PROM

The physical address PROM is a 32-bit-by-8-bit PROM device. This PROM
conteins the unique 48-bit (6 bytes) station address of the LAN Bridge 150 unit
and a 2-bvte checksum of the address (Port A).

The physical address is used for bridge management functions, Maintenance
Operation Protocol (MOP) functions, and for loop detectioi: purposes.

Port B Address

The LAN Bridge 150 has a second Ethernet address located at Port B. The
bridge can be accessed through either port. The Port B address is derived from
the Port A address by adding Hex 40 to the third byte from the right or 3rd
low-order byte. For example, if Port A has the address 08-00-2B-02-B3-AF,
adding Hex 40 to "02" of the Port A address gives Port B an address of
08-00-2B-42-B3-AF. If "02" were "12" in the Port A address, then the Port B
address would be 08-00-2B-52-B3-AF.

&
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3.3.4.5 NVRAM

Nonvolatile RAM (NVRAM) contains 2K bytes and is a single 2K-by-8-bit
memory device. NVRAM stores disgnostic information and LAN Bridge 150
parameters during a power-down period.

NVRAM is write-protected by the reset circuitry during all power-up and
power-down cycles.

3.3.4.6 Miscellaneous Control Registers

The miscellaneous control registers monitor and control operation of the LAN
Bridge 150 unit. The registers and their functions are as follows:

s Miscellaneous control registers enable interrupts and loopback functions.
A memory map control bit causes RAM address space to be remapped after
power up is completed (see Section 3.3.5.6).

s A self-test error latch holds error status if errors occur during self-test.

® A programming selection buffer holds LAN Bridge 160 configuration
information such as switch settings or whether a fiber-optic module is
present. The processor uses this buffer to set program functions.

3.3.5 Processor Memory Map

3-10

The LAN Bridge 150 unit has approximately 1 megabyte of address space. When
the LAN Bridge 150 unit is powered on, the program executes from program
ROM. Program RAM is hidden and is not accessible. The memory map shown

in Figure 3-5 illustrates the maoping used for powering up the LAN Bridge 150
unit.
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Figure 3-5: Address Mapping Used During Power Up

Program ROM (00000)
(O3FFF)
Miscellanecus (04000)
Control (O4FFF)
Nonvolatile (05000)
Memory (O5FFF)
LANCE Descriptor (06000)
Rings (O6FFF)
LANCE CSR (07000)
Registers (O7FFF)
Program ROM (10000)
(1FFFF)
Packet (20000)
Memory (3FFFF)
Ethemet {E0000)
Address Table (EBFFF)
Ethemet Address (EC000)
Table Status RAM (EFFFF)
Compare-and-Move (F4000)
Registers (F4FFF)
Ethemet Address (FB0OO)
Table Status RAM (FBFFF)
Ethemet Address (FCO000;j
Table 64-Bit Move I (FCFFF)
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After the bridge completes self-test, the address space for program RAM is
remapped to the range of 0G000-03FFF and the program tirmware is copied from
ROM into program RAM. Thereafter, the program executes from program RAWM.
Executing the pregram from RAM provides more flexibility by allowing the use
of soft interrupt vectors.

Technical Description 3-11



The memory map shown in Figure 3-6 ilustrates the mapping used for
operation of the LAN Bridge 150 unit after power up and self-test have
completed.

Figure 3-6: Address Mapping Used for Normal LAN Bridge 150 Operation

Program RAM (00000)
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Miscellaneous (04000)
Control (04FFF)
Nonvoiatile (05000)
Mefnory (OSFFF)
LANCE Descriptor (03000)
Rings (O6FFF)
LANCE CSR (07000)
Registers (O7FFF)
Piogran~ ROM (10000)

(1FFFF)
Packet (20000)
Memory (3FFFF)
Ethemet (EQ000)
Address Table (EBFFF)
Ethemet Address (EC000)
Table Status RAM (EFFFF)
Compare-and-Move (F4000)
Registers (F4FFF)
Ethemet Address (FB0VO)
Table Status RAM (FBFFF)
Ethemet Address {+C000)
Table 64-Bit Move (FCFFF)

LKGQ-0788-8081

3.3.5.1 Program ROM

312

Program ROM contains the firmware that is used to control the operation of the
LAN Bridge 150 unit.

”
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! During power up, program ROM is mapped into the ranges of 00000-03FFF and

10000-1FFFF. After power up and self-test are complete, RAM is mapped into
the range of 00000-03FFF and the firmware (except for self-test) is copied into
RAM. Subsequent program execution is from RAM.

3.3.5.2 Miscellaneous Control

The miscellaneous control region (04000-04FFF) contains various registers
used to monitor and control operation of the LAN Bridge 150 unit (see
Section 3.3.4.6).

3.3.5.3 Nonvolatile Memory

Norvolatile memory (NVRAM) resides in memory address space 05000-06FFF.
NVRAM stores bridge management parameters when the LAN Bridge 150 unit
is powered off. If power up self-test fails, NVRAM stores a diagnostic error code.

3.3.5.4 LANCE Descriptor Rings

The LANCE A and LANCE B transmit and receive descriptor rings reside in
address space 06000-06FFF. To clear the OWN interrupt, the OWN bit in the
descriptor rings are cleared using the range of 06000-06FFF.

The LANCE descriptor rings are used to allocate and find buffer space in packet
memory.

Note that the descriptor rings also reside within the packet memory address
space and range from 26000 through 26FFF. This is the range used by the
LANCE processors to access the descriptor rings.

3.3.5.5 LANCE CSR Registers

The LANCE A and LANCE B CSR registers (a total of eight registers) are used
to monitor and control the operation of the LANCE processora. The registers are
mapped into the range of 07000-07FFF.

3.3.5.6 Program RAM

Program RAM is used for program execution after the LAN Bridge 150 unit
powers up and self-test is complete.

During power up of the LAN Bridge 150 unit, program RAM is hidden and is not
accessible. After power up and self-test are complete, RAM is remapped into the
range of 00000-03FFF and the firmware (except for self-test) is copied into RAM.
The interrupt vector address space is included in RAM after RAM 18 remapped.
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3.3.5.7 Packet Memory

Packet me.nory (20000-3FFFF) is used to store packets while the LAN Bridge

150 unit is determining whether to forward or filter the packets. The LANCE A

and LANCE B descripior rings and the initialization blocks also reside in packet
memory.

3.3.5.8 Ethernet Address Table

The Ethernet address table (EC000-EBFFF) is 8K by 48 bits and contains 48-bit
Ethernet station addresses. A station address (and a corresponding status word)

is stored when a packet is received from that station.

3.3.5.9 Ethernet Address Table Status RAM

The Ethernet address table status RAM is 8K by 16 bits and contains 16-bit

status words that correspond to each station address stored in the Ethernet
address table (see Section 3.3.4.3).

The Ethernet address table status RAM is mapped ‘nto two regions of address
space: EC000-EFFFF and FB00O-FBFFF. Both regions contain the same data.

3.3.5.10 Compare-and-Move Registers

3-14

Three 16-bit compare-and-move registers (F4000-F4FFF) are used to store
search arguments (48-bit Ethernet addresses), while magnitude comparisons are
performed by the TLU. These registers are also used in the read/write operation
associated with a 64-bit move.

Each register and address is identified as follows:

F4xx0 Search register with address bits <47-32>
Fdxx2 Search register with address bits <31-16>
F4xx4 Search register with address bits <15-00>
F4xx6 Results register

Writing to address F4xx4 triggers the binary search of the Ethernet address
table. The binary search starts at a midpoint in the address table defined by
address lines BA13-BA03. If the address lines BA13-BAO3 are all zeros, then a

single entry comparison is performed using location 0 in the Ethernet address
table.

Writing to address F4xx6 also triggers a binary search of the Ethernet address
{able. In this case, the TLU searches the address table using the same search
argument that was used for the previous search.
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3.3.5.11 Ethernet Addrese Table 64-8it Move

Address space FC000-FCFFF accesses the Ethernet address table and the
| Ethernet address table status RAM. The memory configuration addressed in this
| range is 8K by 64 bits (64 bits include a 48-bit Ethernet address and a 16-bit
status word). This capability is necessary for performing a 64-bit move (see
] Chepter 2 for more information on 64-bit moves).
3.3.6 System Timers
The system timer is driven by the 10-MHz system clock from the Network
Interconnect (NI) subsystem and provides the following functions:

a Clock interrupt to the processor
e Hardware watchdog timer
e Clock to the refresh counter

The clock interrupt to the processor occurs about every 0.5 seconds and drives

a real-time clock. This clock is used to keep track of how long each network
address has remained unused in the address table. If a station has been inactive
for 2 minutes, the LAN Bridge 150 unit considers the corresponding address to
be invalid.

The watchdog timer is used as a hardware check on the firmware. It is the
responsibility of the firmware to reset the watchdog timer once every 15 seconds.
If the timer is not reset, it will expire and cause a system reset. If the firmware
is operating properly, this situation will not occur.

The clock to the refresh counter occurs every 12.5 us and is used to increment
the refresh counter.

3.3.7 Reset Circuitry
The reset circuitry is responsible for the following functions:

Resetting the hardware on power up
e Resetting the hardware upon a watchdog timer reset

8 Write-protecting the NVRAM during power-up, power-down, and reset

sequences
i
d
B
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The reset circuitry monitors VCC (+5 volts) to sense when power is stable.
During power up, the reset circuitry holds the LAN Bridge 150 unit in reset

mode and keeps the NVRAM write-protected until all state-saving devices are
stable.

3.4 Network Interconnect Subsystem

The network interconnect (NI) subsystem provides the interface between the

other LAN Bridge 150 subsystems and the physical channel of the extended LAN
by performing the following functions:

e Receiving and decapsulating packets from the LAN connected to Port A or
Port B of the LAN Bridge 160 unit.

e Writing packets into packet memory in locations determined by the
Processor.

s Writing packet status information into the receive descriptor rings.

8 Reading the transmit descrip or rings to determine the location(s) of any
packet that is ready for trar smission.

e Reading packets from pacl.et memory and encapsulating packets for
transmission to the LAN .cnuected to Side A or Side B.

e Transmitting encapsulated packets to the specified LAN according to the
Ethernet channel access method.

3.4.1 Ni Subsystem Circuits

3-16

The NI subsystem is made up of two physical channel interface circuits (NI
ports), a LANCE CSR control circuit, and a packet memory. Figure 3-7 is &
block diagram of the NI subsystem.

The NI subsystem bus structures and packet memory are isolated from processor
and TLU bus structures and memory. This allows concurrent operation of the
NI, processor, and TLU and helps minimize the time required to perform LAN
Bridge 150 functions. In addition, the LANCE processor and microprocessor
buses have independent access to packet memory. This allows maximum
utilization of the memory cycle time and guarzntees minimal delay for access.

LAN Bridge 150 Technical Manual




Figure 3-7: NI Subsystem
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3.4.2 NI Ports

The NI subsystem has two ports. Each interface circuit connects to one of the
two LANs joined by the LAN Bridge 150 unit. Each NI port consiste of one SIA
chip and one LANCE chip. This discussion describes one NI port; the other NI
port is identical.

NOTE

In & remote LAN Bridge 150 unit, a fiber-optic module is
included in Port A. The fiber-optic interface is described
in Section 3.4.2.5.

3.4.2.1 SIA Chip

The SIA chip is a 24-pin device that interfaces the LANCE chip to the network
transceiver. The SIA chip performs the following functiopz:

e Detection of data presence on the network

s Conversion of collision-presence signale to TTL levels
@ Manchester decoding of data

¢ Manchester encoding of data

e Interfacing of differential signal line pairs and TTL levels

The SIA chip requires a 20-MHz crystal for its internal oscillator. The oscillator
generates the clock for the Manchester-encoded data stream. The 20-MHz is
halved to provide the 10-MHz transmit clock and receive clock. The LANCE
uses the transmit clock to set the data rate. The LANCE uses the receive clock
to gate sampling of the receive data line.

3.4.2.2 LANCE Chip
The LANCE is a 48-pin, very-large-scale-integration (VLSI) device designed to

provide data-link aervices over a CSMA/CD local area network. The LANCE chip
performs the following functions:

8 Direct memory access to packet memory

s Buffer management by using descriptor rings in packet memory
e Runt packet filtering

s CRC generation and checking
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e Transmission backoff and retry

The LANCE operates in promiscuous moue. This mode causes the LANCE

to accept all packets regardless of their destination address. Th= LANCE is
monitored and controlled by control and etatus registers (CSRs), which are
physically separate from the LANCE. CSR control is described in more detail in
the following section.

The LAN Bridge 150 unit does not use the LANCE's ability to generate CRC.
However, the bridge does preserve incoming CRC sequences for use on outgoing
packets. Note that the probability of externally undetectable errors originating
within the LAN Bridge is no greater than 1 in 109.

A table called the initialization block that is stored in system memory is loaded
into packet memory upon initialization. The initialization block is used by the
LANCE to do the following:

@ Determine the size and location of the deacriptor rings in packet memory

o Set operating parameters for the LANCE (such as promiscuous mode)

LANCE Control and Status Registers

There are four control and status registers (CSRs) within each LANCE that are
programmed by the processor. The CSRs are accessed through a register address
port (RAP) and a register data port (RDP) as shown in Figure 3-8. Data is read
from or written into a CSR in a two-step operation.

i. The CSR is ~ddressed by writing the register address into the RAP of the
LANCE.

2. Data that is read from or written into the RDP is also read from or written
into the CSR that is selected by the RAP.

During the final stage of LAN Bridge 150 initialization, the microprocessor sets
the RAP to CSRO. Once the RAP is set, it remeains set until rewritten and it is
not rewritten once the LANCE starts operation. With the RAP get to CSR0, each
time the RDP is accessed, CSRO is accessed.
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Figure 3-8: CSR Control
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| 3.4.2.3 LANCE CSR Sus Registers

The CSR bus registers are bidirectional latches that interface the processor data
bus to the LANCE address/data bus (see Figure 3-8). The latches isolate the two
buses to allow concurrent operation of the NI and processor subsystems. They
also minimize processor WAIT states since the processor does not have to wait
for the LANCE addrese/data bus to read the LANCE CSR registers.

3.4.2.4 LANCE CSR Control Circuit

The LANCE CSR control circuit (see Figure 3—8) m.nages the transfer of data
between the LANCE internal CSRs and the CSR bus registers.

After the LANCE is initialized, the RAP is set to CSit0 (see Section 3.4.2.3).
CSRO remains selected as long as the LANCE continues to operate.

When the processcr wants to read from CSRO, it actuelly reads from the CSR
bus register, which is part of the processor’s memory map. Reading from the
bus register triggers the CSR control to initiate a read from the RDP into the
bus register. Therefore, each time the bus register is read, the data in the bus
register ie updated. This guarantees that the processor does not have to wait for
the LANCE bus, but it also means that the data obtained from the bus register
is old and must be treated as such. The processor must read the bus register
twice to get fresh data. However, the processor will incur WAIT states if it
attempts back-to-back accesses of the CSR while the LANCE is performing a
DMA operation.

When the processor wants to wiite to CSRO, it writes to the CSR bus register.
The CSR control arbitrates for the LANCE bus and writes the data into CSRO as
soon as the LANCE bus is available. The maximum delay incurred is 4.8 us.

3.4.2 5 Fiber-Optic Module

The fiber-optic module is included only in remote LAN Bridge 150 units and
performs functions similar to those of a transceiver.

The fiber-optic module converts emitter-coupled logic (ECL) levels from the SIA
to optical signals for transmission through a fiber-or*ic cable. Conversely, eptical
signals received from the fiber-optic cable are converted to ECL levels for use by
the SIA circuitry.
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3.4.3 LANCE Addrese Latch

There are two LANCE address latches, one for each LANCE (refer back to
Figure 3-7). This section describes the address latch for one LANCE. An
identical circuit exists for the other LANCE.

The LANCE address latch multiplexes the LANCE address/data bus to provide a
separate address bus and data bus for packet memory access.

The LANCE latches a packet memory address into the latch by asserting the
address latch enable (ALE) signal to the latch and writing the address onto

the LANCE address/data bus. The latched address is then placed onto the
LANCE address bus where it is uged by the address multiplexer to access packet
memory.

When the ALE signal is deasserted, the LANCE address/data bus becomes
available for data functions.

3.4.4 OWN interrupt Generator

There are two OWN interrupt generators, one for each LANCE (refer back
to Figure 3-7). This section describes the OWN interrupt generator for one
LANCE. An identice] circuit exists for the other LANCE.

The OWN interrupt generator is a programmed array logic (PAL) device that
generates an interrupt when it detects that an OWN bit has been set in the
LANCE receive descriptor ring. The interrupt is sent to the interrupt controller
in the processor subsystem.

In packet memory, every fourth address in the range of receive descriptor ring
addresses contains an OWN bit. When the OWN interrupt generator detects
these specific addresses on the LANCE address bus, it looks at bit <15> of the
LANCE address/data bus (bit <15> carries the OWN bit). If the PAL detects
that an OWN bit is cleared, it generates an interrupt signal. This signals the
processor that a packet memory buffer is ready for processing by the processor

and TLU subsystems. see Chapter 2 for more information on the OWN bit
function.

3.4.5 Packet Memory

322

Packet memory (refer back to Figure 3-7) stores parkets during the
forward/filtration process. In addition, this memory contains the descriptor ringe

(transmit and receive descriptor rings) and the initialization blocks for each
LANCE.
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The packet memory architecture allows access by either of the LANCE., by the
processor, or by the refresh address counter.

The cycle times of the devices that acc s packet memory are inherently slower
than the memory cycle access time, which is about 300 ns. To minimize me:nory
circuit WAIT states, data bus Jatches hold the data retrieved from packet
memory until it can be read by the requesting device. This improves memory
performence by allowing the memory to begin its next cycle immediately without
waiting for slower devices.

Packet memory is made up of the following circuits:

s Address multiplexer
@ Memory control circuit

e Dynami~ RAM (DRAM)

e Data latches

3.4.5.1 Address Multiplexer

i The addreas multiplexer (refer back to Figure 3-7) determines which device
B (LANCE A, LANCE B, the processo:, or the DRAM refresh counter) addresses

packet memory. Steering inputs to the multirlexer come from the memory
control circuits (see Section 3.4.5.2).

When a 16-bit address is present at the input to the multiplexer, the steering
inputs apply the higli-order (row) address and then the low-order (column)
address onto the DRAM address bus.

3.4.5.2 Memory Control Clrcuit

The memory controi circuit (refer back to Figure 3-7) coordinates memory
activity and arbitrates the priority of the LANCE, processor, and refresh counter.
Table 3-2 identifies the priorities assigned to the four devices. Figure 3-9 is

& block diagram of the memory control circuit. The memory control circuits
perform the following functions:

e The synchronization circuit synchronizes the contro: signals of memory
accessing devices with the memory control circuit.

e The arbitration circuit selects which device (processor, LANCE A, LANCE
B, or refresh counter) addresses packet memory.
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@ The timing circuit ensuves that row and column address strobes and the
write signal are properly gated to the DRAM.

Table 3-2: Device Priorities

Priority Device

1 Refresh

2 Processor
3 LANCE A"
4 LANCE B~

“LANCE A and LANCE B alternate priority
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Figure 3-9: Memory Control Circuit
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3.4.5.3 Dynamic Packet Memory

The dynamic packet memory stores packets while the processor and TLU
perform the forward filtration process. The memory also contains the LANCE
descriptor rings and the LANCE initialization blocks. Refer to Chapter 2 for a
deacription of the initialization blocks and descriptor rings.

DRAM memory is made up of 16 64K-by-1-bit devices (each device is an array of
128 rows by 512 columns).

The DRAM address bus is 16 bits wide but is multiplexed into 8-bit row
addresses and 8-bit column addresses. Row address strobe (RAS) and column
address strobe (CAS) signals select which row and column are read from
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memory. RAS, CAS, and WRT (write-enable) signals are driven by the memory
control circuit (see Section 3.4.5.2).

The DRAM data bus is 16 bits wide. When CAS strobes the DRAM, the data is
either read from or written to the data bus depending on the state of WRT.

Each DRAM row must be refreshed at least once every 2 ms. Since each DRAM
contains 128 rows, one row must be refreshed every 15 us (128 x 15 us = 1.920
ms). To allow for any delays, the refresh counter addresses a row in memory
every 12.5 us (see Section 3.4.5.4).

3.4.5.4 Refresh Counter

The refresh counter increments and accesses a row address in packet memory
every 12.5 us.

The refresh counter is made up of a dual 4-bit binary counter that is configured
as an 8-bit binary counter. The incoming 12.5-us clock that increments the
counter comes from the system timer (see Section 3.3.6).

3.4.5.5 Data Bus Latches
Packet memory data bus latches (refer back to Figure 3-7) are controlled by the

memory control circuit (see Section 3.4.5.2). The latches interface the packet
memory data bus (PMD 00-15) to the following bus structures:

s ADAL 00-15 (LANCE A address/data bus)
s BDAL 00-15 (LANCE B address/data bus)
e DO0O0-15 (processor data bus)

The data latches and buffers perform two functions:

e They isolate the memory data bus from external data buses to allow
concurrent operation of the NI and other subsystems.

s They hold data retrieved from memory until the data can be read by the
requesting device. This improves memory performance by allowing the
memory to begin its next cycle without waiting for slower devices.
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3.5 Table Lookup Subsystem

Each time a LANCE writes a new nacket into packet memory, the processor
reads the destination address of the packet and sends the address (o the table
lockup (TLU) subsystem.

The TLU compares the destination addresses from incoming packets to
addresses stored in memory. The rasults of each comparison are made available
to the processor, which determines whether the packet should be forwarded or

ignored.

The TLU, with assistance from the processor subsystem, also maintains the
Ethernet address table. Table maintenance functions include comparing source
addresses from incoming packets to addresses stored in memory. The results of
each comparison are made available to the processor, which determines whether
the address should be stored in the address table or ignored.

3.8.1 Qverview of the TLU

The functional blocks of the TLU are shown in Figure 3-10. This illustration can
guide you through the overview of TLU operation.
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Figure 3-10: Table Lookup Subsystem
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1. The processor initiates the TLU binary search process in the following way:

s The processor writes the search argument (the new 48-bit Ethernet
address) from the data bus into the search compare registers of the
comparator PALs. The processor uses three write cycles to write the
three address words into the search compare registers. The words are
written in sequence of the low, middle, and high word of the address.

@ The search control and status PAL detects when the final (highest) byte
is written into the search compare registers by the processor. After a
delay of about 50 ns, the search control and sta'us PAL deasserts the
DONE signal. The deasserted DONE signal does two things:
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After 50 na, it steers the multiplexer to select subsequent addresses
from the search control and etatus PALs.

After 100 ns, it prevents the processor from addressing any registers in
the TLU.

Before the DONE signal is deasserted (during the 50-ns delay), the
processor addresses the location in the Ethernet address table, where
the binary search begins. This address is used to start the binary
search. Addresses for subsequent probes of the address table are
provided by the search control and status PALs.

2. Once the processor has written the first address to be probed in the
Ethernet address table, the search control and status PALs in the TLU
assume control of the binary search process.

NOTE

Ethernet addresses are stored in order of magnitude
in the address table, higher locations having the
higher addresses. This ordering is necessary for the
binary search process to function. see Chapter 2 for
a detailed description of the binary search process.

e The comparator PALs perform bit-by-bit comparisons of the latched
search argument against addresses probed in the address table.

@ The search control and status PALs use the results of each comparison
(> [greater than), < [less than], or = [equal to]) to determine the next
step in the search process.

"Greater than" causes a search to be performed at a higher location in
the address table.

“Less than" causes a search to be performed at a lower location in the
eddress table.

"Equal to” indicates a match. A match terminates the search.

e The binary search ends either when a match is found or when the
bottom address of the binary tree (an odd address) is probed and no
match has been found.

The search control and status PALs assert DONE. This enables the
decoder to allow the processor to read the search results register. This
register indicates whether a match was found and contains the location
of the last address searched.
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3. After the search, the search control and status PALs report the results of
the search by setting "equal to" or "greater than" bits 1n the search results
register. The address of the last location probed is included in the register
data. These results dictate what the processor does with the location
address.

e If the "equal to" bit is set, it means that a match was found.

If a destination address was compared, the processor checks a
corresponding 16-bit status word in RAM to determine the location
(bridge Port A or Port B) of the Ethernet addreass and whether the
packet should be forwarded or ignored. The status word location in
RAM corresponds to the Ethernet address location in the address table.

If a source address was compared, the processor updates the status
word in RAM.

e If the "greater than" bit is set, it means the search argument was
greater than the address in the last location probed. This aleo indicates
that no match was found.

If a destination address was compared, the processor forwards the
packet since it cannot determine the location (Port A or Port B) of the
station with that address.

If a source address was compared, the processor adds the new address
and status word to the Ethernet address table as a background task.

e If neither the "greater than" nor the "equal to" bit is set, it means the
search argument was less than the address in the last location probed.
This also indicates thai no match was found.

If a destination address was compared, the processor forwards the
packet, since it cannot determine the location (Port A or B) of the
station with that address.

If a source address was compared, the processor adds the new address
and status word to the Ethernet address table as a background task.

3.5.2 Circuit Descriptions

The TLU contains the following circuits:

& Search address multiplexer

e 48-bit address comparator circuitry, which includes:
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- Ethernet address table memory

- Bue transceivers

~ Ethernet search address comparator PALs
- Binary search control and status PALs

- Search results register

3.5.3 Search Addreas Multiplexer

The search address multiplexer (refer back to Figure 3-10) selects the processor
bus (BA01-BA13) or the search control bus (PA01-PA13) to address the Ethernet

address table memory.

Four quad 2:1 multiplexers make up the multiplexer circuit. The single steering
input to the multiplexer is a signal called SMUXL. This signal is derived from
the DONE signal when DONE is deasserted by the search control and status
PALs. SMUXL is gated to the multiplexer by the 100-ns clock signal.

3.5.4 48-Bit Agdress Comparator

The 48-bit address comparator performs bit-by-bit comparisons of the 48 bits
that make up an Ethernet address. The PALs co~tain the compare and move
registers (see Section 3.3.5.10) that are used for 62-nit m2vc= (see Chapter 2).

3.5.4.1 Functional Description

The 48-bit comparator is made up of three 16-bit comparators. Figure :~11
shows the structure of a 48-bit comparator. This illustration shows the circuits
that compare the low 16 bits, the middle 16 bits, and the high 16 bits of the
48.-bit Ethernet address.

The address table memory is 8K by 48 bits. Thus one location in memory
accesses the entire 48-bit Ethernet address.
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Figure 3-11: 48-Bit Comparator

Comparator
3:"‘0' PALs Bus Microprocessor
rg8s Data Bus
Tabie Four Trangcelvers (16 Bits)
ou [l stz i i s
8K x 16] ‘ ";":"L;P“‘“ Two
8-8Bit
XCVRs
Low
‘ >l 16 Bits
00-15
Four
8K x 16 | Comparator Two
PALs 8-Bit
XCVRs

Middie

:> 16 Bits
16-31

7 8K x 16

High
“ “>il 16 Bits
32-48

SA01-8A13

<

PAOI-PA13

LKG-D772-501

Figure 3~12 shows the structure of . 16-bit comparator. This illustration shows
the circuits that perform a bit-by-"at comparison of the four nibbles that make
up a 16-bit portion of the 48-b¥, address.

3-32 LAN Bridge 150 Technical Manual



The results of each byte comparison are sent to the search control PALs, which

determine the next step.
Figure 3-12: 16-Bit Comparator
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3.5.4.2 Address Comparator Circuit Descriptions
The address comparator is made up of the following circuits:
e Ethernet address table memory
e Bus transceivers
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o Ethernet search address comparator PALs
» Binary search control and status PALs
e Search status register

3.5.4.3 Ethernet Address Table Memory

The Ethernet address table mcmory stores (in ascending numerical order)
Ethernet addresses. The addresses can be either or both of the following:

1. Addresses of stations from which the LAN Bridge 150 unit has received
packets

2. Addrewsses that have been down-line loaded by Remote Bridge Management
Software (RBMS)

The memory is mapped as 8K by 48 bits and is made up of 6 8K-by-8-bit RAM

devices. The devices are addressable by the processerr or by the search control
PALs.

Data (48-bit addresses) can be read out of address table memory for the
following purposes:

e The comparator PALs use addresses for performing address comparisons.

#¢ The comparator PALs temporarily store addresses during table maintenance
operations.

e Memory data may be used by RBMS or for Maintenance Operation Protocol
(MOP) purposes.

3 5.4.4 Bus Transcelvers

3-34

The bue transceivers are bidirectional and allow data to be transferred between
the data bus (D00-D15) and the internal compare bus.

In normal LAN Bridge 150 operation, Ethernet addresses are transferred from
the data bus to the compare bus. The addresses are latched into the comparator
PALs for comparison against addresses stored in the Ethernet address table.

Bidirectional transfer capabilities allow bridge management to read addresses
from the Ethernet address table.
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The tranesfer direction is controlled by the processor BWRT control line and the
SXC0, SXC1, and SXC2 control lines from the decoder.

3.5.4.5 Ethernet Search Address Comparators

The comparator PALs perform bit-by-bit comparisons between data received
through the processor’s data bus and data accessed from the Ethernet address
table.

When the bus transceivers place the 48-bit Ethernet address onto the compare
bus, each PAL latches one nibble (4 bits) of the address. As the search control
and status PALs probe the address table, each comparator PAL compares its
latched nibble against a corresponding nibble accessed from the add-ess table. A
"greater than,” "less than,” or "equal to" result is sent o the search control and
status PALs.

The comparator PALs are also used during a 64-bit move for temporarily storing
bits that make up the Ethernet address (see Chapter 2 for more infcrmation on
64-bit moves).

3.5.4.6 Search Control and Status PALs

The search control and status PALs have two functions. They control the binary
eearch process once it is initiated by the processor and they write the search
status to the search results register.

When the search control PALs detect that the final (highest) byte of the 48-bit
Ethernet address is latched into the comparator PALs, they read the address
that is on the search address bus (SA01-SA13). This address, which is used for
the first probe of the Ethernet address table, is also used by the search control
PALs to calculate successive addresses to be probed d-.iring the binary search of
the address table.

The search control and status PALs deassert the DONE signal. This has two
effects.

@ It inhibits the decoder from allowing the processor to addrees any of the
TLU herdware.

@ .* steers the muitiplexzer to select search addresses from the search control
and status PALs.
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The PALs continue the binary search process by monitoring the results ("greater
than” or "equal to") from the address comparator PALs. Depending on the
results, the PAL determines the next step in the search process as follows:

# When the results are "greater than,” the PAL equation calculates the next
address to be probed. The calculated address is placed onto the address bus.

@ When the results are "less than" (actually, not "greater than" and not

"equal to"), the PAL equation calculates the next address to be probed. The
calculated addruss is placed onto the address bus.

@ When the result: are "equal to,” the PALs terminate the search and reassert
the DONE signa . The reasserted DONE signal enables the decoder to
allow the proczsur to read the search results register. It also steers the
multiplexer to sele.t the eearch address from the processor.

3.5.4.7 Search Results Register

3-36

The search resuits register contains the address and status of the last location
probed by the search control and status PALs. The register data is latched in

the search control and status PALs and is address:d through a buffer on the
processor data bus.

The 16 bits of register data are written onto the PAL address lines (PAG0-PA13)
and PAL control lines. The register is addressable by the processor only when
the binary search is not in progress (the DONE signeal is deasserted). The
definitons of the 16 bits are listed in <REFERENCE>(cst3).

Table 3-3: Search Results Register Bit Descriptions

Bit Definition

<15> Equal To (EQ) bit. Asserted when a search results in a found entry.

<14. Not used.

<13:0:> Search address bits corresponding tc the last address probed by the
search PAls.

When accompanied by the EQ bit being set, the address indicates
where the entry is located.

When EQ is not set, the address indicates where the entry should
reside.
<00> Greater Than (GT) bit. Asserted when a search does not result in a

found entry and the last comparison fourd the search argument to
be greater in magnitude than the tabie entry.
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3.6 Power Supply

The power supply subsystem is a switching type, regulated ac-to-dc converter
that uses a transformer in a half-wave transformer-coupled mode.

Power regulation is achieved by modulating the pulse width of the inverter’s
primary current conduction time. An increase in the input power decreases the
pulse width of the inverter's primary current conduction time to lower the output
voltage. Conversely, a decrease in the input power increages the pulse width of
the inverter’s primary current conduction time to raise the output voltage.

The voltage input range is switch selectable and can be either of the following:

@ 88 Vac to 132 Vac (116 Vac nominal)
176 Vac to 264 Vac (230 Vac nominal)

The power supply provides the following regulated output voltages that are used
by the LAN Bridge 150 circuitry:

Revision F09 and above
+5 volts at 20 amps
+12 volts at 2.5 amps
-12 volts at 2.0 amps
Ground
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Maintenance

4.1 Scope
This chapter provides information on maintaining the LAN Bridge 150 unit,
including:
# Maintenance philosophy
8 Preventive maintenance
e Corrective maintenance

s LAN Bridge 150 unit disassembly

4.2 Maintenance Philosophy

The maintenance philosophy for the LAN Bridge 150 unit is option swap. In
other words, maintenance is concerned with determining whether a LAN Bridge
150 unit is faulty, and replacing the LAN Bridge 150 unit when necessary.

Maintenance of the LAN Bridge 150 unit consists of corrective procedures only.
Instructions for replacing faulty LAN Bridge 150 units are provided as part of
these procedures.

4.2.1 Reguired Equipment

For testing and replacing LAN Bridge 150 field replaceable units (FRUs),
equipment is categorized as either required or optional. The required equipment
is supplied with the bridge at installation time and consists of:

4-1



e Two 15-pin AUI loopback connectors (P/N 12-22196-01) for testing
DEBET-AC/AD.

o LAN Bridge 150 Installation guide for verification of unit operation after
performing replacement procedures.

Not supplied but also required when performing testing or replacement
procedures on the LAN Bridge 150:

e One fiber-optic loopback connector (P/N 29-265037-01) and one attenuating
spacer (P/N 12-30068-01).

#2 Phillips-head screwdriver—for opening the unit and removing FRUs.

e Small 3/16-inch nut driver—for removing the power supply ground-wire nut.

e 3/16-inch torque wrench~—for replacing the power supply ground-wire put.

NOTE

The torque wrench can be used to remove the
ground-wire nut as a substitute for the put driver.

4.2.2 Optional Equipment

4-2

The H4080 test connector may be helpful in performing some corrective
maintenance procedures. Note that this test device is not supplied with the
carrier detect (CD) kit.

The H4080 test connector is a transceiver that is connected to a short length of
coaxial cable. This test connector can replace an on-line transceiver for off-line
self-testing of the LAN Bridge 150 unit.

NOTE

The H4000-TA (or H4000-TB) Ethernet transceiver
testers cannot be used to test the data path through

a LAN Bridge 150 unit because ail H4000-Tx testers
have the same Ethernet address. This prevents the
LAN Bridge 150 unit from forwarding the test packets.
However, testers may be used to test the links that
normally connect to the ports of the bridge.
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4.3 Preventive "faintenance

There are no preventive maintenance (PM) procedures for the LAN Bridge 150
unit. However, the LAN Bridge 150 self-test should be run when network PM is
performed. To run self-test, perform the following steps:

1. Start the eelf-test either by interrupting power or by remote bridge
management intervention.

2. Observe the status LEDs shown in Figure 4-1. The Self-test OK
status LED should light within 10 seconds after self-test is started. If
loop-detection conditions are not met, the On-line status LED should light
within 20 seconds after the Self-test OK status LED lights. If a failure is
noted, refer to Figure 4-2.
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Figure 4-1: LAN Bridge 150 Stetus LEDs
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4.4 Corrective Maintenance

Perform corrective maintenance when there are indications that a LAN Bridge
150 unit or a bridge FRU is faulty. This involves verifying and replacing the
faulty LAN Bridge 150 unit or a bridge FRU. Do this by analyzing the results

of the self-test and isolating the LAN Bridge 150 unit from the network by using
loopback connectors.
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4.4.1 Troubleshooting Tips

The following tipe on troubleshooting @ LAN Bridge 150 unit are illustrated in
the troubleshooting flowchart (Figure 4-2):

Maintenance

Understand the symptoms of the problem before starting to troubleshoot.
This helps prevent misinterpretation of the symptoms.

Look for obvious problems first. For example:

For loose cable connections, make sure:
@ Transceiver cables are locked in place with the slide latches.
e Fiber-optic cables are not misthreaded and are screwed firmly together.
# Transmit and receive cables are not interchanged.

Power cord not plugged in.

Incorrect power or no power at the electrical outlet.

Bridge switches set incorrectly (refer back to Chapter 1).

Circuit breaker tripped (located on the bridge's IO panel).

Note whether fan is running; if not, power problems .iay exist.

Operator error.

If the self-test fails, it automatically executes again after 15 seconds. It is
not necessary to cycle bridge power.

Test communication through the bridge by attempting to communicate to
a node on the o*her side of the bridge. VMS systems use the SET HOST
command to establish a logical link.

Consider possible environmental problems, such as power fluctuations, high
ambient temperature, interference from other equipment, and so on.

When down-line load is enabled using the hardware switch or RBMS,
ensure that a load host is established for down-line loading the appropriate
LAN Traffic Monitor software. For software installation details, refer to the
LAN Treffic Monitor Installation Guide.



4.4.2 Enauit Diagnosis

Use the troubleshooting flowchart shovs in Figure 4-2 to isolate problems
and identify a faulty LAN Bridge 150 unit, associated transceivers, transceiver
cables, or fiber-optic cables.

It is possible that a fault exists in the transceiver or other equipment electrically
close to the LAN Bridge 150 unit. In some cases, this type of fault initially
appears to be in the LAN Bridge 150 unit. However, careful execution of the
troubleshooting procedures in this section will either isolate the fauit to the LAN
Bridge 150 unit or point to other possible sources of the malfunction.

When the troubleshooting flowchart leads to a malfunction in & transceiver or
remote repeater, use the appropriate documents and tools to troubleshoot these
devices. These include:

e H4000 Transceiver Technical Manual (Order No. EK-H4000-TM)
e H4005 Transceiver Technical Man.al (Drder No. EK-H4005-TM)
@ Ethernet Repeater Technical Manual (Order No. EK-DEREP-TM)
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NOTES

1. After troubleshooting the LAN Bridge 150 unit, be
sure to reconnect all cables and to reset any switches
to their correct positions.

2. When NVRAM failure occurs, the fault can be
bypassed and the bridge can continue to operate.
However, replace the bridge as soon as possible.

e Even when NVRAM fails, RBMS parameters
can be set over the network if Switch 2 is placed
in the down position. However, the bridge reply
to RBMS commands indicates partial success in
setting parameters, since any set parameters
will be lost in the event of subsequent hard
or soft resets (including power-down periods).
The parameters must be set each time a reset
occurs. As long as this condition exists, the
Self-test OK status LED blinks to indicate that
NVRAM has failed.

Before beginning troubleshooting, show

and record bridge parameters. This helps
recover any specific parameters lost during
troubleshooting (NVRAM reset will discard
all parameters). To do this, type the following
commands at the RBMS prompt:

RBMS> USE LAN BRIDGE X
(X = enter bridge name or bridge hardware address)

RBMS> SHOW SPANNING CHARACTERISTICS TO X.Span
(X = bridge_nrme or address)

RBMS> SHOW MANAGEMENT ADDRESSES TO X.Address
(X = bridge n—.e or address)

@ Default paramet-.; are used if Switch 2 is
placed iz «ne down position. The Self-test
OK status LED is steadily lit to indicate a
successful self-test.

4-7



Figure 4-2: Troubleshooting Flowchart
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Figure 4-2 Cont'd on next page
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Figure 4-2(Cont.): Troubleshooting Flowchart

" Self-Test OK
Status LED On
Steady?*

Push S2 Down
[ No

“ Selt-Test OK
 Status LED On

Transiemt NVRAM
Faiture; Bﬂdje OK

Steady?°® Yes

- Self-Test -
Status LED

Blinking
- ?

NVRAM Fallure; __D
Replace Bridge™

* In 15 seconds

°*Sge Saction 4.4.2. em 2 under "Notes”

LKG~3823-801

Figure 4-2 Cont'd on next page

Maintenance




Flgure 4-2(Cont.): Troubleshooting Flowchart
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Figuia 4-2(Cont.): Troubleshooting Flowchart
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Flgure 4-2(Cont.): Troubleshooting Flowchart
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Figure 4~2(Cont.): Troubleshooting Flowchart
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Figure 4-2(Cont.): Troubleshooting Flowchart
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Figure 4-2(Cont.):

Troubleshooting Flowchart
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4.5 LAN Bridge 150 Replacement Procedures

Use the following procedures to replace a LAN Bridge 150 unit:

1. Unplug the power cord from the wall outlet and from the defective LAN
Bridge 150 unit.

2. Disconnect the transceiver cables and/or the fiber-optic cable.

3. Test the replacement LAN Bridge 150 \nit b installing loopback connectors
and connecting power to the LAN Bridge 1560 unit.

4. If the LAN Bridge 150 unit is rack-mounted or wall-mounted, go to Step 5.
If the LAN Bridge 150 unit is & desk-top unit, replace it with another LAN
Bridge 150 unit and go to Step 8.

5. Support the LAN Bridge 150 unit and remove the screws holding the
mounting brackets to the rack or wall.

6. Hemove the brackets from the LAN Bridge 150 unit.
7. Install a replacement LLAN Bridge 150 unit in the rack or on the wall.

8. Connect the transceiver cables and/or fiber-optic cable to the replacement
LAN Bridge 150 unit.

4.6 Bridge Disassembly

This section describes the disassembly procedure for the LAN Bridge 150 unit.
Removal procedures for the following parts are provided:

s Plastic enclosure
e Chassis cover

e Power supply

e Fans

a Logic board

WARNING
To prevent electrical shock and damage to components,

disconnect the power cord from the LAN Bridge 150 unit
before opening the chassis.
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The instructions in this section assume that:

All external cables to the bridge have been removed. (Cables should be
marked for proper replacement.)

The LAN Bridge 150 unit has been removed from its rack or wall mounting.

CAUTION

Modules in the bridge can be damaged by electrostatic
discharges (ESD). Do not work ingide the unit unless a
static-control wrist strap is placed on your wrist and the
wire from it is grounded to the metal chassis. A wrist
strap, ground wire, and table pad are included in the
Field Service Kit available from Digital (P/N 29-11762).

4.6.1 Plastic Enclosure Removal

To remove the plastic enclosure, follow these steps:

1.

2.

Maintenance

Remove the 4 screws (see Figure 4-3) that secure the rubber feet to the
bettom of the plastic enclosure. These screws release the top plastic of the
enclosure and the two side pieces.

Remove the 4 screws (see Figure 4-3) that hold the bottom of the enclosure
to the chassis.
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Figure 4-3: Removing the Plastic Enclosure
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4.6.2 Opening the Chassis Cover

To open the metal chassis cover, make sure your ESD wrist strap is attached and
perform the following:

1. Remove the plastic enclosure (refer back to Section 4.6.1).
2. Remove 14 chassis cover screws as follows (see Figure 4—4).

e Remove 2 acrews from the top of the chassis.
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\ e Remove 12 screws, 6 from each end of the chassis.
| Figure 4-4: Removing the Chassis Screws
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3. Carefully lift open the chassis cover and place it next to the bottom of the
chassis (Figure 4-5).

NOTE

The dc power bus from the logic module to the power
supply is still connected when opening the unit.
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Figure 4-5: Opening the Chassis Cover
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4.6.3 Removing the Power Supply Asgsembly

To remove the power suppiy assembly, make sure your ESD wrist strap is
attached and follow these steps:

1.
2.

Maintenanne

Remove the plastic enclosure (refer back to Section 4.6.1).
Open the chaseis cover (refer back to Seclion 4.6.2).

Remove the fan power harness (2 connectors) from the power supply module
(Figure 4-6).

Remove the power supply ground wire by removing the retainer nut
(Figure 4-6).

Remove the 4-pin ac power harnees connector (Figure 4-6).
Remove the 16-pin dc power bus connector (Figure 4-6).

Remove the 6 screws that secure the power supply assembly to the top
chassis cover (Figure 4-6).

Carefully Lift the power supply assembly out of the chassis.
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4.6.4 Power Supply Assembly Replacement

To install the replacement power supply assembly, make sure your ESD wrist
strap is atiached and follow these steps:

1. Carefully set the replacement power supply on the chassis top in the proper
position.

2. Reinstall the 6 screws that secure the power supply to the chassis.

w

Reconnect the 4-pin ac power connector.
4. Reconnect the 16-pin power connector.
NOTE

The 16-pin power bus connectors are keyed.
Determine proper alignment before attempting
reinstallation of the connectors.

5. Reconnect the grounding wires to the chassis. Using a torque wrench,
tighten the ground nut to 27 inch/pounds = 10%.

6. Reconne.t the fan power harness.
To reassemble the unit and verify prope:r operation, refer to section Section 4.7.

4.6.5 Removing the Fan Assembly

To remove the fan assembly, make sure your EGD wrist strap is attached and
follow these steps:

1. Remove the plastic enclosure (refer back to Section 4.6.1).

2. Open the chassis cover (refer back to Section 4.6.2).

3. Remove the fan power harness connectors from the power supp.y
(Figure 4-7).

4. Remove the 2 screws that hold the fan assembly in place (Figure 4-7).
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Figure 4-7: Removing the Fan Asgembly
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4.6.6 Fan Assembly Replacement

To install the replacement fan assembly, make sure your ESD wrist strap is
attached and follow these steps:

1. Place the replacement fan assembly on the chassis in the proper positicn

2. Reinstall the fan power harness connectors to the power supply.
To reassemble the unit and verify proper operation, refer to Section 4.7.

4.6.7 Removing the Loglc Module

To remove the logic module, make sure your ESD wrist strap is attached and
follow these steps:

1.

o R w W

Maintenance

and reinstall the two screws that secure it to the chassis.

Remove the plastic #nclosure (refer back to Section 4.6.1).

Open the chassis cover (refer back to Section 4.6.2).

Unplug the 2 interface connectors (Port A and Port B) shown in Figure 4-8.
Remove the dc power bus connector (Figure 4-8). I

Remove the 1 retaining screw (Figare 4-8) that holds the logic module to
the LAN Bridge 150 chassis.

While releasing the standoff clips that also hold the logic module in place
(Figure 4-8), carefully Lift the logic module out of the chassis.
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Figure 4-8: Locations of Logic Module Retalning Hardware
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4.6.8 Logic Module Replacement
To inatall the replacement logic module, make sure your ESD wrist strap is
attached and follow these steps:

1. Carefully place the replacement logic module on the chassis bottom in the
proper position. Secure the standoff clips.

2. Reinstall the 1 screw that secures the logic module to the chassis.
3. Reinstall the Port A, Port B, and dc power bus connectors.

To reassemble the unit and verify proper operation, refer to Section 4.7.

4.7 Reassembly and Reinstallation Procedures

To reassemble the unit, make sure your ESD wrist strap is attached ard perform
the following:

1. Lift the top of the chassis and turn it over, carefully placing it onto the
bottom of the chassis.

2. Reinstall the 14 screws on the sides and top of the unit. Note that the 2
flathead screws go on the top of the chassis and should be reinstalled firat
to help with cover alignment (refer back to Figure 4-4 for screw locations).

3. To reinstall the unit:

@ If the unit is used on a desktop, reinstall the plastic enclosure by
referring to Figure 4-3 as a guide. Note that the unit is upside down so
that the rubber fezet and screws can be reinstalled. Connect all cables
and verify reinstallation of the unit by referring to the LAN Bridge 150
Installation guide, Chapter 4.

NOTE

The top and bottom of the enclosure have
arrows imprinted on the inside to help with
reassembly. The arrows indicate the front of the
unit.

e If the unit is used in a wall or rack mount, verify reinstallation by
referring to the LAN Bridge 150 Installation guide, Chapter 4.
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Cable specifications, 1-35
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Ethernets, 1-26

Dusl Port Connections With Bridged
Ethernets, 1-27

E

Electrical specifications, 1-37
Environmental specifications, 1-36
Extended Networks, 14

E

Fiber Cable Budgets, 1-38

Fiber-Optic Ceble Between LAN Bridge 150

Units, 1-22
Foreground Operations, 2—44, 2-45
Forwarding, 2-26, 3—4¢

G
General Description, 1-8

H

Hello Messages. 2-33, 2-36
description, 2-31

Initialization Block, 2-6, 2-8
field functions, 2-9
pointers, 2-6
Interrupts
hardware interrupts, 3-8
interrupt controller, 3-7
Introduction to the LAN Bridge 150, 1-1

L

LAN Bridge 150 Switches, 1-11

L.AN Bridge 150 Unit in Parallel With a
Router, 1-30

LAN Traffic Monitor
remote access, 2—47
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LAN Traffic Monitor (LTM) Option, 1-15

LAN Traffic Monitor Configurations, 1-24

LAN Tyraffic Monitor Software, 1-156

Local and Remote Units, 1-1

Local LAN Bridge 160 Considerations, 1-19

Loop Considerations, 1-19

Loop Detection, 2-7, 2-30 to 2-44
and critical path operations, 246
benefits to network, 2-30 to 2-31
examples, 2-37 to 2-44

Maintenance
corrective, 4—4 to ¢-16
LAN Bridge 150 disassembly, 4-16 to
4-26
optional equipment, 4-2
philosophy, 4-1
preventive, 4-3
removal procedures
chassis cover removal, 4-i8
logic module, 4-25
plastic enclosure removal, 4-17
power supply. 4-21
replacing the LAN Bridge 150, 4-16
required equipment, 4~1
Maintenance Operation Protocol (MOP)
description, 2-49
Memory
see also Circuit Descriptions
Ethernet address RAM test, 2-52
Ethernetladdress ROM checksum test,
2-5
Ethernet address table RAM, 3-34
map, 3~-10 to 3-15
NVRAM, 3-10
N*"RAM checksum test, 2-51
M LAM write test, 2-51
packet memory, 3-14, 3-22 to 3-26
Paczet memory refresh test, 2--52
packet memory test, 2-52
processor memory, 3-8
RAM, 3-9
status, 3-9, 3-14
RAM hidden during power-up. 3-10
RAM test, 2-51
ROM, 3-8, 3-9



Memory (Cont.)
ROM test, 2-51
status RAM test, 2-56
Microprocessor, 3-8
Move, 64-Bit, 2-30

N
Network Connections, 1-7

o

Operating Voltage Range, 3-37
see also Specifications

Operational States, 2-1 to 2-8
BACKUP, 2-1, 2-8
BROKEN, 2-1, 2-5
PORWARDING, 2-1, 2-7
INITIALIZATION, 2-1, 2-§
PREFORWARDING, 2-1, 2-7, 2-22
SELF-TEST, 2-1, 2-5
transition between, 2-1

OWN Bit, 2-16, 3-22

OWN Interrupt, 3-22

see also Interrupts

P

Packet
stale, 2--27
Packet memory
see Circuit Descriptions
Path Cost, 2-32
Performance Considerations, 1-18
Physical dimensions, 1-35
Power Specifications, 1-37
Product Versions and Designations, 1-1

RBMS, 2-8, 2-23, 2-26
remote access, 2-47
setable parameter, 2-7

Regionalization, 2-26

Register Addreas Port (RAP)

see Circuit Descriptions

Register Data Port (RDP)
see Circuit Descriptions
Registers
see also Circuit Descriptions
compare-and-move, 3-14
LANCE CS8R, 3-13
miscellaneous control, 3-10, 3-13
Remote Bridge Management Software
(RBMS), 1~-16
RemoltezléAN Bridge 150 Congiderations,
Removal Procedures
see Maintenance
Repair
see Maintenance
Reset Circuitry, 3-15
Root Bridge, 2-32

S

Search Results Register, 2-23
Self-Test
basic tests, 2-50
description, 2-49 to 2-56
external loop tests, 2-56
internal loop teats, 2-53
LANCE tests, 2-562
loop-on-self-test, 2-50
memory tests, 2-50
normal mode, 2-50
TLU tests, 2-56
Setting Up Multiple Areas, 1-36
Shipping Environment Specifications, 1-36
Single-Entry Compare, 2-30
Spanning Tree Algorithm, 2-30, 2-31
see Loop Detection
examples, 2-37 to 244
parameters, 2-36
Specifications, 1-35
States
see Operational States
Status Word, 2-22, 2-28
Subsystems
concurrent operation of, 3-3, 3-21, 3-26
hardware overview, 3-1 to 3-2
NI, 3-1. 3-16 to 3-26
power supply, 3-2, 3-37
processor, 3-1, 3-5 to 3-16
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Subasystems (Cont )
TLU, 3-1, 3-27 to 3-36

T
Topology
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changes, 2-28
Transparent Operation, 1-8
Troll feature, 2-19, 2-26
w

Watchdog Timer, 3-15
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